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Abstract
Rewriting logic semantics (RLS) is a definitional frameworkin
which a programming language is defined as a rewrite theory: the al-
gebraic signature defines the program configurations, the equations
define structural identities on configurations, and the rewrite rules
define the irreversible computational steps. RLS language defini-
tions are efficiently executable using conventional rewrite engines,
yielding interpreters for the defined languages for free.

Matching logic is a program verification logic inspired by RLS.
Matching logic specifications are particular first-order formulae
with constrained algebraic structure, calledpatterns. Configura-
tions satisfy patterns iff they match their algebraic structure and
satisfy their constraints. Patterns can naturally specifydata separa-
tion and require no special support from the underlying logic.

Using HIMP, a C-like language with dynamic memory alloca-
tion/deallocation and pointer arithmetic, this paper shows how one
can derive an executable matching logic verifier from HIMP’sRLS.
It is shown that the derived verifier is sound, that is every verified
formula holds in the original, complementary RLS of HIMP, and
complete, that is every verified formula is provable using HIMP’s
sound matching logic proof system. In passing, this paper also
shows that, for the restriction of HIMP without a heap calledIMP
for which one can give a conventional Hoare logic proof system,
a restricted use of the matching logic proof system is equivalent to
the Hoare logic proof system, in that any proof derived usingany of
the proof systems can be turned into a proof using the other. The en-
coding from Hoare logic into matching logic is generic and should
work for any Hoare logic proof system.

A matching logic verifier, called MatchC, has been built on top
of the Maude rewrite system. A nontrivial MatchC case study is
discussed, namely the verification of the partial correctness of the
Schorr-Waite algorithm (with graphs). The verifier automatically
generated and proved all 227 paths in 16 seconds.

1. Introduction
Program language semantics and program verification are well de-
veloped research areas with a long history. In fact, one might think
that all problems would have been solved by now: we would hope
that any formal semantics for an imperative language shouldgive
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rise to a proof system and that a verifier for such a system would
simply extend the proof system with a proof strategy; or looked at
from the other side, we would assume that any verification system
for a particular programming language would be grounded in that
language’s formal semantics. However reality tells us thatbuild-
ing in semantics grounded verifiers for realistic languagesis still a
dream. Popular languages, like C, C# or Java had initially noformal
semantics, just reference implementations or informal reference
manuals. Their corresponding verifiers like Caduceus [Filliâtre and
Marché 2004] or VCC [Cohen et al. 2009] for C, Spec# [Barnett
et al. 2004] for C#, or ESC/Java [Flanagan et al. 2002] for Java, are
best efforts to capture the behavior of a particular implementation
or of an informal reference manual. But how can the verification
community claim to do serious verification on real programs,if we
don’t relate verification systems to semantics and semantics to im-
plementations? This paper tries to address the first of theseissues:
it links program language semantics and program verification for-
mally, as shown in Figure 1. We proceed in three steps:

First, we suggest usingRewriting Logic Semantics(RLS) as
a flexible and expressive logical framework to give meaning to
programs. RLS defines the meaning of programs as a rewrite the-
ory: the algebraic signature defines the programconfigurations, like
code fragments to be executed, environments and stores; theequa-
tions definestructural identitieson configurations, e.g. that execu-
tion proceeds from left to right or that the order of variable-value
pairs in the environment does not matter; and therewrite rulesde-
fine the irreversible computational steps, such as an assignment up-
dates the environment. Such semantic definitions are directly exe-
cutable as interpreters in a rewriting system such as Maude [Clavel
et al. 2007]. RLS scales well; even though we exemplify RLS by
defining a simple language in this paper, it has in fact been used to
define real languages, like Java 1.4 [Farzan et al. 2004].

Second, we introduce a provably soundMatching Logicproof
system for a given RLS. Matching logic is similar to Hoare logic
in many aspects. Like Hoare logic, matching logic specifies pro-
gram states as logical formulae and gives an axiomatic semantics
to a programming language in terms of pre- and post-conditions.
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Like Hoare logic, matching logic can generically be extended to a
formal, syntax-oriented compositional proof system. However, un-
like Hoare logic, matching logic configurations will not be flattened
to arbitrary first order logic (FOL) formulas; instead they are kept
as symbolic configurations, i.e. restricted FOL= (FOL with equal-
ity) formulae. Matching logic specifications, e.g. pre- andpostcon-
ditions, arepatternsover configurations, possibly containing both
free and bound variables. A configurationmatchesa pattern iff it is
obtained as an instance of the pattern (i.e., mapping pattern’s vari-
ables to concrete values). Matching logic, which was only intro-
duced this year in a technical report [Roşu and Schulte 2009], has
unique benefits compared to other program logics, for instance:

• Matching logic, by means of its patterns, separates the syntac-
tic ingredients, such as the program variables and expressions,
from the semantic ones, such as the logical variables; it thus
eliminates the problems and limitations due to mixing program
syntax with logical specifications.
• Matching logic achievesheap separationwithout having to

extend the logic with special connectives; e.g. the very fact that
one can match two trees in a heap means, by definition, that the
two trees are separate; in other words, unlike in separationlogic,
in matching logic separation is nothing special and it is achieved
at the term level instead of at the formula level; in particular, no
disjointness predicate is needed.
• Matching logic, by means of its algebraic foundation, oftenal-

lows to substitutealgebraic axiomatizationsof uninterpreted
operations for recursive predicates which are a problem for
FOL. For example, the operation reverse on lists can be axiom-
atized with two equations,rev(nil) = nil andrev(a:α) = rev(α) :
a, where list concatenation (here written with the infix operator
“:”) is defined equationally as an associative and commutative
operator. Tools, such as Maude, which can execute RLS and can
be used to build program verifiers based on matching logic, are
quite effective in using those.

Third, and perhaps more importantly from a practical perspec-
tive, executable and thus testable RLS language definitionscan eas-
ily be turned into efficiently executable automaticMatching Logic
Verifiersbased on symbolicforward simulation, which are sound
and complete for the matching logic axiomatic semantics. The fol-
lowing language-independent steps need to be taken to turn aRLS
into such a matching logic verifier: (1) extend RLS configurations
with new configuration items that keep track of bound variables
and path conditions; this extension is modular, in that noneof the
existing equations and rules in the original RLS need to change;
(2) add an explicit case-split rule to deal with conditionalcontrol
structures and keep track of path conditions (this rule corresponds
to a similar sound matching logic rule); (3) distinguish successful
proofs from failed proof attempts. In addition to the above back-
ground infrastructure that can in principle be generated automati-
cally for any existing RLS, the semantics of control and memory
allocation constructs in the original RLS has to be adapted to work
on symbolic configurations. Interestingly, as the steps above may
suggest, one can derive a matching logic verifier from an RLS of
a language more easily than one can derive a matching logic proof
system, which is the reason why we emphasized the corresponding
arrow in Figure 1. The matching logic proof system is, nevertheless,
worthwhile for many reasons: it rigorously justifies the correctness
of our verifier; it serves as a foundational backbone for other veri-
fiers, for example ones based on backwards analysis; etc.

Matching logic verifiers maintain a clean separation between the
property to check, the program and the language semantics. This
makesdebuggingfailed verification attempts easy: when the veri-
fier gets stuck, it simply shows the current configuration — ithas
all the information that is needed to understand what has happened:

the code where the prover got stuck, the path which had been taken,
the assumptions on environment and store, etc. Compare thissim-
plicity to the intricate details that a modern weakest-precondition-
based prover like Boogie [Barnett et al. 2006] has to maintain.

We demonstrate these three steps by deriving a matching logic
verifier for HIMP, a C-like language with dynamic memory allo-
cation/deallocation and pointer arithmetic. We provide a theorem
for the soundness of the matching logic formal system w.r.t.the
original, complementary and testable RLS semantics; and a sound-
ness and completeness theorem for the correctness of the verifier
w.r.t. the matching logic proof system. To show the practicality of
the approach, we implemented an extended version of the derived
matching logic verifier, called MatchC, using a modified version of
Maude that invokes off-the-shelf SMT solvers to discharge proof
obligations that cannot be solved by rewriting. We demonstrate the
effectiveness of MatchC by applying it on a nontrivial case study:
the partial correctness of the Schorr-Waite algorithm (with graphs).
Our formalization uses novel axiomatizations of clean and marked
partial graphs, as well as a specific stack-in-graph structure, which
records that during the execution of Schorr Waite the heap consists
at any time of such a stack and either a clean or a marked partial
subgraph. With this formalization the prover automatically gener-
ated and verified all paths (over 200) in a few seconds. To the best
of our knowledge, this is the first time the partial correctness of this
algorithm has been automatically verified. Previous efforts have ei-
ther proved only its memory safety [Hubert and Marche 2005] or a
version restricted to trees [Loginov et al. 2006] automatically.

The novel contributions of this paper are thus as follows:

• We provide a rewriting logic semantics for HIMP, a C-like
language with dynamic memory allocation/deallocation and
pointer arithmetic. We also give the fragment of HIMP with-
out a heap, called IMP, a Hoare logic axiomatic semantics as a
proof system and show that it is sound w.r.t. the RLS of IMP.

• We introduce matching logic and show how a matching logic
proof system can be derived from an existing RLS of a language,
here HIMP. We prove the soundness of the matching logic proof
system w.r.t. the original RLS, first for IMP and then for HIMP.

• We show that for IMP, a restricted use of the matching logic
proof system is equivalent, via a back-and-forth mechanical
translation, to a conventional Hoare logic proof system forIMP.
The translation from Hoare logic to matching logic is generic
and should work for any language, suggesting that any Hoare
logic proof system admits an equivalent matching logic proof
system. The other translation, from matching logic to Hoare
logic, appears to be language specific, because it relies on find-
ing appropriate encodings of program configuration patterns
into Hoare specifications; it is not clear that they always exist.

• We derive a matching logic verifier for HIMP from its RLS and
show that it is sound and complete for the matching logic proof
system of HIMP. That means, in particular, that the derived pro-
gram verifier for HIMP is sound w.r.t. the original executable
(and thus debuggable) complementary RLS of the language.

• We briefly introduce MatchC, a matching logic verifier for
KernelC (an extension of HIMP withmalloc and free),
which has been built on top of the Maude rewriting system.
It efficiently and automatically proves the partial correctness of
the Schorr-Waite algorithm with graphs (invariant is provided).

• We provide a new and simple approach to prove Schorr-Waite,
based on axiomatizations of clean and marked graphs, as wellas
of the specific stack-in-graph structure, and provide an invariant
stating that the heap consists at any time of such a stack and
either a clean or a marked partial subgraph.
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Section 2 introduces some background notions and notation.
Section 3 gives the RLS semantics of IMP, the variant of HIMP
without a heap, gives a Hoare logic axiomatic semantics of IMP as
a proof system, and finally shows that the latter is sound w.r.t. the
former. Section 4 introduces some generic matching logic notions,
then gives a sound matching logic axiomatic semantics to IMP
as a proof system, and then finally shows that a restricted useof
this matching logic proof system is equivalent to the Hoare logic
proof system of IMP. Section 5 shows how to derive a sound
and complete matching logic prover for IMP. Section 6 shows
how easily the concepts and techniques defined for IMP extendto
HIMP; we show how several heap patterns are also axiomatized,
such as lists, trees and graphs. Section 7 briefly discusses our
implementation MatchC and shows how we used it to prove the
partial correctness of the Schorr-Waite algorithm.

2. Preliminaries
We assume the reader is familiar with basic concepts of multi-
sorted algebraic specification, rewriting logic, and first-order logic
with equality. The role of this section is to establish our notation for
concepts and notions used later in the paper.

An algebraic signature(S,Σ) consists of a finite set ofsortsS
and of a finite set ofoperation symbolsΣ over sorts inS. For ex-
ample, in the context of a programming language,S may include
sorts likeE for expressions andS for statements, andΣ may in-
clude operation symbols likeif ( ) else : E × S × S → S,
where the underscores are placeholders for the corresponding argu-
ments; this style of writing operation symbols using underscores
is calledmixfix and is supported by several languages in the OBJ
family [Goguen et al. 2000]. Many-sorted algebraic signatures like
above are equivalent to context-free grammars (CFG): sortscorre-
spond to non-terminals and mixfix operation symbols to produc-
tions; e.g., “if ( ) else : E × S × S → S” corresponds to
“S F if (E) SelseS”. From here on we prefer to use the CFG
notation for algebraic signatures, because it is more common in
the context of programming languages. We may writeΣ instead of
(S,Σ) whenS is understood or when it is irrelevant. Signatures can
be used to build terms, which can be organized into an initialal-
gebra. We letTΣ denote theinitial Σ-algebra of ground terms(i.e.,
terms without variables) and letTΣ(X) denote thefreeΣ-algebra of
terms with variables in X, whereX is anS-indexed set of variables.

An algebraic specification(Σ,E) consists of an algebraic signa-
ture Σ and a set ofΣ-equationsE, where aΣ-equationis a triple
∀X.(t = t′), whereX is a set of variables andt, t′ are terms having
the same sort inTΣ(X). Algebraic specifications (Σ,E) admit initial
and free models, obtained by factoring the initial and free term mod-
els by all equational consequences ofE. Many domains of interest
to languages, such as integer numbers, finite lists (sequences), sets
and multisets (bags), mappings of finite domain, etc., can beaxiom-
atized as initial models of finite algebraic specifications.

A rewriting logic specification[Meseguer 1992] (Σ,E,R) adds
to an algebraic specification (Σ,E) a set ofrewrite rulesof the form
∀X.(l → r), whereX is a set of variables andl, r are terms of the
same sort inTΣ(X). Rewriting logic specifications can be used to de-
fine dynamic and concurrent systems: equations are structural iden-
titiesmodulowhich the irreversible rewrite rules are applied. It was
shown [Şerbănuţă et al. 2009] that rewriting logic embeds various
programming language definitional styles, such as structural oper-
ational semantics [Plotkin 2004], reduction semantics with evalua-
tion contexts [Wright and Felleisen 1994], the CHAM [Berry and
Boudol 1992], continuations [Reynolds 1993], etc. By “embed”,
as opposed to “encode”, is meant that the corresponding rewriting
logic specifications capture the original semantics step-for-step, i.e.,
they do not change the computational granularity of the embedded
semantics.K [Roşu 2007, Meseguer and Roşu 2007] is a rewrit-

ing logic language definitional technique employed in this paper
to give executable semantics to our language(s).K overcomes the
limitations of the above-mentioned styles and fully exploits and ex-
tends the strengths of rewriting logic.

We next briefly recallfirst-order logic with equality (FOL=). A
first-order signature(S,Σ,Π) extends an algebraic signature (S,Σ)
with a finite set of predicate symbolsΠ; we also use the mixfix
notation for predicates, e.g.,< : E×E, etc. FOL= formulae have
the syntaxϕ F t = t′ | π(t) | ∃X.(ϕ) | ¬ϕ | ϕ1 ∧ ϕ2, plus the usual
derived constructsϕ1 ∨ ϕ2, ϕ1 ⇒ ϕ2, ∀X.(ϕ), etc., wheret, t′ range
overΣ-terms of the same sort,π ∈ Π over atomic predicates and
t over appropriate term tuples, andX over finite sets of variables.
Σ-terms can have variables; all variables are chosen from a fixed
sort-wise infiniteS-indexed set of variables,Var. We adopt the
conventional notions offreeandboundvariables in formulae, and
the notationϕ[e/x] for the capture-free substitution of all free
occurrences of variablex by terme of same sort in formulaϕ. A
FOL= specification(S,Σ,Π,F ) is a FOL= signature (S,Σ,Π) plus a
set ofclosed(i.e., no free variables) formulaeF . A FOL= model M
is aΣ algebra together with relations for the predicate symbols in
Π. Given any closed formulaϕ and any modelM, we writeM |= ϕ
iff M satisfiesϕ. If ϕ has free variables andρ : Var ⇁ M is a partial
mapping defined (at least) on all free variables inϕ, also called an
M-valuationof ϕ’s free variables, we letρ |= ϕ denote the fact that
ρ satisfiesϕ. Note thatρ |= ϕ[e/x] iff ρ[ρ(e)/x] |= ϕ.

3. A Simple Imperative Language Without Heap
This section introduces (our version of) IMP, a simple imperative
language with assignments, conditionals and while loops. Like C,
IMP has no boolean expressions (0 means “false” and, 0 means
“true”) but unlike C, IMP uses:= instead of= for assignments
(to avoid confusion with= of FOL=). We give IMP an executable
semantics in theK rewrite framework, and an axiomatic semantics
as a Hoare logic proof system; the latter is also shown sound w.r.t.
the former. Both of these semantics will be needed later in the
paper. Section 6 extends IMP with memory allocation and pointers
(including pointer arithmetic); the new language will be called
HIMP (IMP with a heap).

3.1 K Executable Definition of IMP

K is an executable rewriting logic language definition framework in
which a programming languageL is defined as a rewrite logic the-
ory (ΣL,EL,RL). ΣL includes the syntax ofL and additional syntax
needed to define configurations and the actual language semantics,
EL includes structural equations that have no computational mean-
ing but can “rearrange” terms so that semantic rules match and ap-
ply, andRL includes irreversible rules that correspond to intended
computational steps in the defined language.

Figure 2 shows the completeK definition of IMP. The signature
is given via CFG notation and consists of the IMP syntax plus the
syntax of configurations.K makes use of bags (or multisets), sets,
sequences and finite maps to define configurations. All of these
structures are routinely defined equationally and our implementa-
tion of K automatically generates Maude algebraic specifications
for them whenever used. Each of these structures admit a unitand
a binary construct; these are given as subscript and superscript, re-
spectively. Maps have additional polymorphic constructs for pairs,
namely 7→ , and for update, namely[ / ]. For example, theEnv
sort is defined in Figure 2 asMap ,

· [PVar, Int], that is, environments
are map structures of the form “x1 7→ i1, x2 7→ in, ...,xn 7→ in”,
with “ ·” representing the empty environment. Technically, it means
that several operations and equations are added: “, : Env×Env→
Env” as a binary associative and commutative construct with “·” as
unit, “ 7→ : PVar× Int→ Env” as atomic environment construct,
and “ ( ) : Env×PVar→ Int” and “ [ / ] : Env× Int×PVar→ Env”
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NatF naturals,Nat+ F pos. naturals, IntF integers(abstract syntax)
PVar F identifiers, to be used as program variable names

E F Int | PVar | E1 opE2

S F PVar:=E | S1;S2 | if (E)S1 else S2 | while(E)S

Cfg F 〈Bag· [CfgItem]〉 (configuration)
CfgItemF 〈K〉k | 〈Env〉env

K F E | S | Seq y· [K] | �
Env F Map ,· [PVar, Int]

(x:=e) = (ey x:=�) (structural “strictness” equations)
e1 op e2 = (e1 y � op e2) i1 ope2 = (e2 y i1 op�)
if (e)s1 elses2 = (ey if (�) s1 else s2)

s1 ; s2 = s1 y s2 (semantic equations and rules)
i1 op i2 → i1 opInt i2

〈xy k〉k 〈x 7→ i, ρ〉env→ 〈iy k〉k 〈x 7→ i, ρ〉env

〈x:= iy k〉k 〈ρ〉env→ 〈k〉k 〈ρ[i/x]〉env

if (i)s1 else s2 → s1, wherei , 0
if (0) s1 else s2 → s2
〈while (e) sy k〉k = 〈(if (e) s;while(e) s else ·)y k〉k

(x∈PVar; e,e1,e2 ∈E; s,s1,s2 ∈S; k∈K; i,i1,i2 ∈ Int; ρ∈Map , [PVar,Int])

Figure 2. IMP in K: Complete Executable Semantics

as environment lookup and update operations; in addition tothe
obvious equations defining all the above, constraints ensuring that
xi , xj wheneveri , j are also added.

Configurations inK are defined as potentially nested structures
of such bags, sets, sequences and maps; these structures arecalled
cellsand are labeled to avoid confusion. The configurations of our
simple IMP language have the form〈〈...〉k 〈...〉env〉, so are bag cells
containing two subcells — a computation (which is a sequencecell)
and an environment (which is a map cell). We add a new heap cell
when we extend IMP to HIMP in Section 6. Configurations can
be arbitrarily complex and their cells can be created and destroyed
dynamically. For example, the configurations of our Java 1.4def-
inition [Farzan et al. 2004] contain nine fixed top-level cells plus
one other cell per dynamically created thread, each such thread cell
containing eight other subcells holding the thread-specific data.

A distinctive aspect ofK is theK sort and its constructs. TheK
sort stands forcomputational structures, or simply computations.
Computations sequentialize computational tasks separated by an
associative y (read “then”, or “followed by”). The placeholder
“�” signifies where the result of the previous computation should
be plugged.1 Recall that in rewriting logic and implicitly inK, equa-
tions are reversible and rewrite rules are applied modulo equations.
For example, the equation “(x:= e) = (e y x:=�)” states that
the assignment “x:= e” is to be considered identical to the compu-
tation “e y x:=�”, which schedulese for processing and says
how its result will be plugged back into the right assignmentcon-
text. This equation will need to be applied twice, once to unplug
e and schedule it for processing, and another to plug the result of
e, once computed, back into the assignment statement. Structural
equations define the evaluation strictness of the language constructs
and correspond to the definition of the grammar of evaluationcon-
texts in reduction semantics [Wright and Felleisen 1994]; however,
the process of parsing a term into a context and a redex in reduction
semantics is replaced by equational deduction inK.

The semantic equations and rules are the core of aK semantics,
with typically one per language construct (two or more only for
choice statements). For IMP, there are two semantic equations:

1 The meaning of� in K in its full generality is slightly more complex, but
we do not need its full generality here.

one for desugaring the sequential composition and one for the
while loop unrolling. We made these equations because we do
not want them to count as computational steps, but one is freeto
make them rules instead. The domains of concrete values typically
come with suitable signatures that one can use in the semantics;
e.g., the IMP “+” expression construct is reduced to the domain
“+Int : Int× Int→ Int” when its arguments become values (integers
in this case). Note that the while loop is unrolled only when it is the
top task in the computation, to avoid non-termination of unrolling.
The semantic rewrite rules are self-explanatory; we only discuss the
assignment rule “〈x:= iy k〉k 〈ρ〉env → 〈k〉k 〈ρ[i/x]〉env”. This
says that if the assignment “x:= i” is the top computational task
and the current environment isρ, then remove the assignment from
the computation and update the environment withi for x.

We can now formally define IMP as a rewriting logic specifica-
tion/theory, together with some terminology.

Definition 1. We letIMP denote the rewriting logic specification
(ΣIMP,EIMP,RIMP) in Figure 2 and, like in rewriting logic, we write
IMP |= t = t′ or IMP |= t → t′ when the equation t= t′ or the rule
t → t′, respectively, can be derived using rewriting logic deduction
from theIMP specification. We also writeIMP |= t →∗ t′ when the
rule t→ t′ can be derived in zero or more steps. Recall that rewrite
steps apply modulo equations in rewriting logic. To simplify writing,
we may drop the “IMP |=” when understood.

Computationk ∈ K is well-formed iff it is equal (using equa-
tional reasoning withinIMP’s semantics) to a well-formedIMP
statement or expression. Computationk is well-terminatediff it is
equal to the unit computation “·” or to an integer valuei ∈ Int.

Let IMP◦ be the algebraic specification(ΣIMP,E
◦
IMP) of IMP

configurations, whereE◦IMP ⊂ EIMP contains all the configuration
defining equations (those for bags, sequences, maps, etc., but not
the computation or semantic equations). LetT be the initialIMP◦

algebra, i.e., theΣIMP-algebra ofE◦ equational classes of ground
terms (i.e.,ΣIMP-terms provably equal with equations inE◦IMP are
considered identical). Terms〈〈k〉k 〈ρ〉env〉 inT of sort Cfg are called
(concrete) configurationsand we distinguish several types of them:

• Configurations〈〈s〉k 〈·〉env〉 with s ∈ S , written more compactly
JsK, are calledinitial configurations;
• Configurations〈〈k〉k 〈ρ〉env〉 with k well-terminated are called

final configurations;
• Configurationsγ ∈ T which cannot be rewritten anymore are

callednormal form configurations;
• Normal form configurations which are not final are calledstuck

(or junk, or core dump) configurations;
• Configurations that cannot be rewritten infinitely are called

terminating configurations.

For example,〈〈x := x + y; y := x − y〉k 〈x 7→ 7, y 7→ 5〉env〉 is a
terminating configuration and, since bags are associative and com-
mutative and environment maps are bags of pairs, it is identical
to 〈〈y 7→ 5, x 7→ 7〉env〈x := x + y; y := x − y〉k〉. The configuration
〈〈x := 0; y := 1〉k 〈·〉env〉 is initial, 〈〈·〉k 〈x 7→ 0, y 7→ 1〉env〉 is final,
and〈〈xy � + 1y x := �〉k 〈y 7→ 1〉env〉 is stuck.
K rules are schemas and, unlike in SOS [Plotkin 2004], they are

unconditional; thus, no premises need to be proved in order to apply
a rule. Note that the first rule for the conditional statementhas the
side condition “i , 0”, but that acts as a simple filter for instances
of the rule schema and not as a premise that needs to recursively
invoke the rewriting procedure. Also, note that unlike in reduction
semantics with evaluation contexts [Wright and Felleisen 1994],K
rewrites arecontext insensitive, in that its rules and equations can
apply wherever they match; one needs to use structure to inhibit
applications of undesired rules or equations, like we did for while.
One natural question is whether the tasks in a computation structure
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are indeed processed sequentially; the following result iscrucial for
most if not all subsequent results in the paper.

Proposition 2. Givenk ∈ E∪S andr ∈ K, then〈〈ky r〉k 〈ρ〉env〉 →
∗

γ for some final configurationγ iff there is some final config-
uration γ′ = 〈〈k′〉k 〈ρ

′〉env〉 such that〈〈k〉k 〈ρ〉env〉 →
∗ γ′ and

〈〈k′ y r〉k 〈ρ
′〉env〉 →

∗ γ; moreover, if that is the case then
k′ = ρ(k) andρ′ = ρ whenk ∈ E, andk′ = · whenk ∈ S .

Proof. The “if” part is easier; it states that if there are some final
configurationsγ′ = 〈〈k′〉k 〈ρ′〉env〉 andγ such that〈〈k〉k 〈ρ〉env〉 →

∗

γ′ and 〈〈k′ y r〉k 〈ρ′〉env〉 →
∗ γ, then 〈〈ky r〉k 〈ρ〉env〉 →

∗ γ.
Since each rewrite rule only modifies the computation at its top,
we can repeat all the steps in the rewrite sequence〈〈k〉k 〈ρ〉env〉 →

∗

〈〈k′〉k 〈ρ
′〉env〉 starting with the term〈〈ky r〉k 〈ρ〉env〉 and append-

ing r to the computation of every other configuration that ap-
pears in the rewrite sequence, eventually obtaining a rewrite se-
quence〈〈ky r〉k 〈ρ〉env〉 →

∗ 〈〈k′ y r〉k 〈ρ
′〉env〉. Since we know

that〈〈k′ y r〉k 〈ρ′〉env〉 →
∗ γ, we conclude〈〈ky r〉k 〈ρ〉env〉 →

∗ γ.
We prove the “only if” part by structural induction onk.
Let us first consider the cases wherek ∈ E. If k ∈ Int then

one can takek′ = k = ρ(k) and γ′ = 〈〈k〉k 〈ρ〉env〉, which ver-
ify the property. If k ∈ PVar then there is only one possibil-
ity for the first step in the rewrite sequence of〈〈ky r〉k 〈ρ〉env〉

to γ, namely to use the variable lookup rule, so one can take
k′ = ρ(k) and ρ′ = ρ, which verify the property. Suppose now
that k is an expression of the forme1 op e2 If e1, e2 ∈ Int then
takek′ = ρ(e1 op e2) = e1 opInt e2 andρ′ = ρ. If e1 ∈ Int and
e2 < Int then, sincek = e2 y e1 op�, by the induction hypothesis
we get that〈〈ky r〉k 〈ρ〉env〉 →

∗ 〈〈ρ(e2)y e1 op�y r〉k 〈ρ〉env〉

and also that〈〈ρ(e2)y e1 op�y r〉k 〈ρ〉env〉 →
∗ γ. For the lat-

ter sequence, sinceρ(e2) y e1 op� = e1 op ρ(e2), the only way
for that rewriting sequence to take place is that is starts byrewrit-
ing e1 op ρ(e2) to e1 opInt ρ(e2). Then takek′ = e1 opInt ρ(e2) =
ρ(e1 op e2) andρ′ = ρ and note that the property holds. Ife1 < Int
then, sincek = e1 y � op e2, by the induction hypothesis we get
that 〈〈ky r〉k 〈ρ〉env〉 →

∗ 〈〈ρ(e1)y � op e2 y r〉k 〈ρ〉env〉 and
also that〈〈ρ(e1)y � op e2 y r〉k 〈ρ〉env〉 →

∗ γ. For the latter se-
quence, sinceρ(e1) y � op e2 = ρ(e1) op e2 = e2 y ρ(e1) op�,
by the induction hypothesis,〈〈e2 y ρ(e1) op�y r〉k 〈ρ〉env〉 →

∗

〈〈ρ(e2)y ρ(e1) op�y r〉k 〈ρ〉env〉 →
∗ γ. For the latter sequence,

since ρ(e2) y ρ(e1) op� = ρ(e1) op ρ(e2), the only way for
that rewriting sequence to take place is that is starts by rewriting
ρ(e1) op ρ(e2) toρ(e1) opInt ρ(e2). Then takek′ = ρ(e1) opInt ρ(e2) =
ρ(e1 op e2) andρ′ = ρ and note that the property holds.

Let us now analyze the cases wherek ∈ S. If k = s1; s2 =
s1 y s2 then by the induction hypothesis there is someρ1 such
that 〈〈s1〉k 〈ρ〉env〉 →

∗ 〈〈·〉k 〈ρ1〉env〉 and 〈〈s2 y r〉k 〈ρ1〉env〉 →
∗ γ.

The latter rewrite implies, by the induction hypothesis again, that
there is someρ2 such that〈〈s2〉k 〈ρ1〉env〉 →

∗ 〈〈·〉k 〈ρ2〉env〉 and
〈〈r〉k 〈ρ2〉env〉 →

∗ γ. Pickk′ = · andρ′ = ρ2 and note that the prop-
erty verifies. Ifk = (x := e) = e y (x :=�) then by the induction
hypothesis〈〈ky r〉k 〈ρ〉env〉 →

∗ 〈〈x := ρ(e) y r〉k 〈ρ〉env〉 →
∗ γ;

the only way to advance the rewriting of〈〈x := ρ(e) y r〉k 〈ρ〉env〉

is to apply a variable update rule instance, so we obtain that
〈〈x := ρ(e) y r〉k 〈ρ〉env〉 → 〈〈r〉k 〈ρ[ρ(e)/x]〉env〉 →

∗ γ. Then
pick k′ = · and ρ′ = ρ[ρ(e)/x] and note that the property
holds. If k = if (e) s1 else s2 = ey if (�) s1 else s2, then
〈〈ky r〉k 〈ρ〉env〉 →

∗ 〈〈if (ρ(e)) s1 else s2 y r〉k 〈ρ〉env〉 →
∗ γ

by the induction hypothesis. Sinceρ(e) ∈ Int, it is either 0
or different from 0. If ρ(e) , 0 then 〈〈ky r〉k 〈ρ〉env〉 →

∗

〈〈s1 y r〉k 〈ρ〉env〉 →
∗ γ, so by the induction hypothesis there is

someρ′ s.t. 〈〈s1〉k 〈ρ〉env〉 →
∗ 〈〈·〉k 〈ρ

′〉env〉 and〈〈r〉k 〈ρ′〉env〉 →
∗ γ.

Pick k′ = · andρ′ as above and note that the property holds. If
ρ(e) = 0 then〈〈ky r〉k 〈ρ〉env〉 →

∗ 〈〈s2 y r〉k 〈ρ〉env〉 →
∗ γ, so

by the induction hypothesis there is someρ′ s.t. 〈〈s2〉k 〈ρ〉env〉 →
∗

(IMP statement rules)

·

{ϕ[e/x]} x:=e {ϕ} (HL-asgn)

{ϕ1}s1 {ϕ2}, {ϕ2} s2 {ϕ3}

{ϕ1} s1;s2 {ϕ3}
(HL-seq)

{ϕ ∧ (e , 0)} s1 {ϕ′}, {ϕ ∧ (e = 0)} s2 {ϕ′}

{ϕ}if (e) s1 else s2 {ϕ
′}

(HL-if)

{ϕ ∧ (e , 0)} s {ϕ}

{ϕ}while (e)s {ϕ ∧ (e = 0)} (HL-while)

(Generic rule)

|= ψ⇒ ϕ, {ϕ} s {ϕ′}, |= ϕ′ ⇒ ψ′

{ψ}s {ψ′}
(HL-consequence)

Figure 3. Hoare logic formal system for IMP

〈〈·〉k 〈ρ
′〉env〉 and〈〈r〉k 〈ρ′〉env〉 →

∗ γ. Pick k′ = · andρ′ as above
and note that the property holds. Now suppose thatk = while (e) s
and that 〈〈while (e) sy r〉k 〈ρ〉env〉 →

n γ for some n > 0.
We prove the property by well-founded induction onn, for any
ρ. Like above, it must be that〈〈while (e) sy r〉k 〈ρ〉env〉 →

∗

〈〈if (ρ(e)) s; while (e) s else ·y r〉k 〈ρ〉env〉 →
n′ γ for some

n′ ≤ n. If ρ(e) , 0 it can only be that the conditional rule is
applied on the intermediate term above, then by the induction hy-
pothesis there is someρ′′ such that〈〈s〉k 〈ρ〉env〉 →

∗ 〈〈·〉k 〈ρ
′′〉env〉

and〈〈while (e) sy r〉k 〈ρ′′〉env〉 →
n′′ γ for somen′′ < n′ (at least

one rewrite step has been consumed by the conditional)). By the in-
ner induction hypothesis (sincen′′ < n), there is someρ′ such that
〈〈while (e) s〉k 〈ρ′′〉env〉 →

∗ 〈〈·〉k 〈ρ
′〉env〉 and 〈〈r〉k 〈ρ′〉env〉 →

∗ γ,
which proves our property. Ifρ(e) = 0 then the conditional rewrites
to ·, so 〈〈while (e) sy r〉k 〈ρ〉env〉 →

∗ 〈〈r〉k 〈ρ〉env〉 →
∗ γ. Pick

k′ = · andρ′ = ρ and note that the property holds. Proposition 2

3.2 Hoare Logic Proof System for IMP

Figure 3 gives IMP an axiomatic semantics as a Hoare logic proof
system deriving(partial) correctness triplesof the form{ϕ}s {ϕ′},
whereϕ andϕ′ are FOL formulae called thepre-conditionand the
post-condition, respectively, ands is a statement; the intuition for
{ϕ}s {ϕ′} is that ifϕ holds befores is executed, thenϕ′ holds when-
evers terminates. We only consider partial correctness triples in
this paper. In Hoare logic, program states are mappings (that we
call environments) from variables to values, and are specified as
FOL formulae — environmentρ “satisfies”ϕ iff ρ |= ϕ in FOL. Be-
cause of this, program variables are regarded as logical variables in
specifications; moreover, because of the rule (HL-asgn) which may
infuse program expressione into the pre-condition, specifications
in Hoare logic actually extend program expressions, which is some-
times a source of confusion and technical inconvenience (since not
all languages agree on the same syntax for expressions, since some
expression constructs may have side effects or peculiar evaluation
strategies, such as the “shortcut and”&& in C, etc.).

Let us formally define the underlying FOL. Its signature is the
subsignature of IMP in Figure 2 keeping the expressionsE and
their subsorts (i.e., excluding onlyS and the statement constructs).
Its universe of variables,Var, isPVar. Assume a background theory
(i.e., a set of formulae that are by default conjuncted with any other
formula) that can provei1 op i2 = i1 opInt i2 for anyi1, i2 ∈ Int.
To ease writing, expressionse are allowed as formulae as syntactic
sugar for¬(e = 0). Here are two examples of correctness triples:
{x > 0∧ z = old z} z := x+z {z > old z}
{∃z.(x = 2 ∗ z + 1)} x := x*x+x {∃z.(x = 2 ∗ z)}
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The first sequent above says that the new value ofz is larger after
the assignment statement than the old value, and the second says
that if x is odd before the assignment then it is even after.

We now fix a FOL model, sayInt, whose carrier corresponding
to the sortE of expressions is the integer numbers. Finite-domain
valuationsρ : PVar ⇁ Int in this model then correspond to
environment mappings as defined in Figure 2. We can now state
the soundness theorem of the Hoare logic formal system for IMP in
Figure 3 w.r.t. itsK executable definition in Figure 2 (as mentioned,
here we only consider partial correctness). The role of Theorem 3
is twofold: on the one hand it shows howK definitions relate to
Hoare logic formal systems, and on the other hand it preparesthe
ground for the soundness of matching logic (Theorem 8).

Theorem 3. (Soundness of Hoare logic w.r.t.K for IMP ) If
{ϕ}s {ϕ′} is derivable, then for any environmentρ ∈ Map , [PVar,Int]
with ρ |= ϕ, if IMP |= 〈〈s〉k 〈ρ〉env〉 →

∗ 〈〈·〉k 〈ρ
′〉env〉 thenρ′ |= ϕ′.

Proof. By structural induction on the derivation of{ϕ}s {ϕ′} using
the proof system in Figure 3. We next consider each rule.

·

{ϕ[e/x]} x:= e {ϕ} (HL-asgn)

Let ρ ∈ Map , [PVar, Int] be such thatρ |= ϕ[e/x], and suppose that
〈〈x:= e〉k 〈ρ〉env〉 →

∗ 〈〈·〉k 〈ρ
′〉env〉. We claim thatρ′ = ρ[ρ(e)/x].

Indeed, since〈〈x:= e〉k 〈ρ〉env〉 = 〈〈ey x:=�〉k 〈ρ〉env〉, by Propo-
sition 2 we get〈〈ey x:=�〉k 〈ρ〉env〉 →

∗ 〈〈ρ(e)y x:=�〉k 〈ρ〉env〉,
and so the original rewrite sequence can only be of the form
〈〈x:= e〉k 〈ρ〉env〉 →

∗ 〈〈x:= ρ(e)〉k 〈ρ〉env〉 → 〈〈·〉k 〈ρ
′〉env〉, which im-

plies thatρ′ = ρ[ρ(e)/x]. Next, since we assumed thatρ |= ϕ[e/x],
it follows thatρ′ |= ϕ (see fact at the end of Section 2).

{ϕ1}s1 {ϕ2}, {ϕ2} s2 {ϕ3}

{ϕ1} s1;s2 {ϕ3}
(HL-seq)

Let ρ1 ∈ Map , [PVar, Int] such thatρ1 |= ϕ1, and suppose that
〈〈s1;s2〉k 〈ρ1〉env〉 →

∗ 〈〈·〉k 〈ρ3〉env〉. Since 〈〈s1;s2〉k 〈ρ1〉env〉 =

〈〈s1 y s2〉k 〈ρ1〉env〉, by Proposition 2 we get that there is some
ρ2 ∈ Map , [PVar, Int] such that〈〈s1〉k 〈ρ1〉env〉 →

∗ 〈〈·〉k 〈ρ2〉env〉

and 〈〈s2〉k 〈ρ2〉env〉 →
∗ 〈〈·〉k 〈ρ3〉env〉. By the induction hypothesis

for the derivation of{ϕ1} s1 {ϕ2} we getρ2 |= ϕ2, and thenρ3 |= ϕ3

by the induction hypothesis for the derivation of{ϕ2} s2 {ϕ3}.

{ϕ ∧ (e , 0)} s1 {ϕ′}, {ϕ ∧ (e = 0)} s2 {ϕ′}
{ϕ}if (e) s1 else s2 {ϕ

′}
(HL-if)

Let ρ ∈ Map , [PVar, Int] be such thatρ |= ϕ, and suppose that
〈〈if (e) s1 else s2〉k 〈ρ〉env〉 →

∗ 〈〈·〉k 〈ρ
′〉env〉. Since the equality

〈〈if (e) s1 else s2〉k 〈ρ〉env〉 = 〈〈ey if (�) s1 else s2〉k 〈ρ〉env〉

holds, by Proposition 2 we get that〈〈if (e) s1 else s2〉k 〈ρ〉env〉 →
∗

〈〈if (ρ(e)) s1 else s2〉k 〈ρ〉env〉. We now distinguish two cases: if
ρ(e) , 0 then 〈〈if (ρ(e)) s1 else s2〉k 〈ρ〉env〉 → 〈〈s1〉k 〈ρ〉env〉;
if ρ(e) = 0 then〈〈if (ρ(e)) s1 else s2〉k 〈ρ〉env〉 → 〈〈s2〉k 〈ρ〉env〉.
The first case implies thatρ |= ϕ∧(e , 0) and that〈〈s1〉k 〈ρ〉env〉 →

∗

〈〈·〉k 〈ρ
′〉env〉, so by the induction hypothesis for the derivation of

{ϕ ∧ (e , 0)} s1 {ϕ′} it follows that ρ′ |= ϕ′. The second case im-
plies thatρ |= ϕ∧ (e = 0) and that〈〈s2〉k 〈ρ〉env〉 →

∗ 〈〈·〉k 〈ρ
′〉env〉, so

by the induction hypothesis for the derivation of{ϕ ∧ (e = 0)} s2 {ϕ′}
it follows thatρ′ |= ϕ′.

{ϕ ∧ (e , 0)}s {ϕ}
{ϕ}while (e) s {ϕ ∧ (e = 0)} (HL-while)

(IMP statement rules)

C[e] ≡ v

〈C〉 x:= e 〈C[x← v]〉 (ML-asgn)

〈C1〉 s1 〈C2〉, 〈C2〉 s2 〈C3〉

〈C1〉 s1;s2 〈C3〉
(ML-seq)

C[e] ≡ v, 〈C ∧ (v , 0)〉 s1 〈C′〉, 〈C ∧ (v = 0)〉 s2 〈C′〉

〈C〉 if (e) s1 elses2 〈C′〉
(ML- if)

C[e] ≡ v, 〈C ∧ (v , 0)〉 s 〈C〉

〈C〉 while (e) s 〈C ∧ (v = 0)〉 (ML-while)

(Generic rule)

|= Γ⇒ Γ1, Γ1

V

Γ′1, |= Γ
′
1 ⇒ Γ

′

Γ

V

Γ′
(ML-consequence)

(only statement patterns)

(IMP expression rules)
·

C[i] ≡ i (ML- int)

·

(C 〈x 7→ v, ρ〉env)[x] ≡ v (ML-lookup)

C[e1] ≡ v1, C[e2] ≡ v2

C[e1 op e2] ≡ v1 opInt v2
(ML-op)

Figure 4. Matching logic formal system for IMP

Let ρ ∈ Map , [PVar, Int] be such thatρ |= ϕ, and suppose
that 〈〈while (e) s〉k 〈ρ〉env〉 →

n 〈〈·〉k 〈ρ
′〉env〉 for some n > 0.

We prove by well-founded induction onn that ρ′ |= ϕ ∧ (e =
0). By Proposition 2 it follows that 〈〈while (e) s〉k 〈ρ〉env〉 →

∗

〈〈if (ρ(e)) s;while (e) s else ·〉k 〈ρ〉env〉 →
n′ 〈〈·〉k 〈ρ

′〉env〉, where
n′ ≤ n. We again distinguish two cases, like in the case of the condi-
tional: if ρ(e) , 0 then〈〈if (ρ(e)) s;while (e) s else ·〉k 〈ρ〉env〉

rewrites in one step to〈〈s;while (e) s〉k 〈ρ〉env〉, and if ρ(e) = 0
then it rewrites in one step to〈〈·〉k 〈ρ〉env〉. The second case is
simpler: it implies thatρ |= ϕ ∧ (e = 0) and thatρ′ = ρ, so
ρ′ |= ϕ∧ (e = 0). The first case implies thatρ |= ϕ∧ (e , 0) and that
〈〈s;while (e) s〉k 〈ρ〉env〉 →

n′−1 〈〈·〉k 〈ρ
′〉env〉. By Proposition 2

again it follows that there is someρ′′ ∈ Map , [PVar, Int] such that
〈〈s〉k 〈ρ〉env〉 →

∗ 〈〈·〉k 〈ρ
′′〉env〉 and 〈〈while (e) s〉k 〈ρ′′〉env〉 →

n′′

〈〈·〉k 〈ρ
′〉env〉 for somen′′ < n′. By the induction hypothesis for the

derivation of{ϕ ∧ (e , 0)} s {ϕ} it follows thatρ′′ |= ϕ. By the well-
founded induction hypothesis forn′′ < n (andρ′′), it follows that
ρ′ |= ϕ ∧ (e = 0).

|= ψ⇒ ϕ, {ϕ}s {ϕ′}, |= ϕ′ ⇒ ψ′

{ψ} s {ψ′}
(HL-consequence)

Let ρ ∈ Map , [PVar, Int] be such thatρ |= ψ, and suppose that
〈〈s〉k 〈ρ〉env〉 →

∗ 〈〈·〉k 〈ρ
′〉env〉. Since |= ψ ⇒ ϕ, it follows that

ρ |= ϕ, so by the induction hypothesis we get thatρ′ |= ϕ′, and
since|= ϕ′ ⇒ ψ′ we finally getρ′ |= ψ′. Theorem 3

4. Matching Logic Definition of IMP
In this section we first introduce some generic matching logic
notions and notations, and then give a matching logic axiomatic
semantics for IMP and show it sound w.r.t. theK semantics in
Section 3. Then we show that for the simple IMP language, a
restricted use of this matching logic proof system is equivalent to
the Hoare logic proof system of IMP in Section 3.2.
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4.1 General Matching Logic Notions and Notations

A matching logic formal system for a languageL can be best given
when one already has aK semantics forL. A technique is suggested
in Roşu and Schulte [2009] to relatively mechanically generate a
matching logic formal system from aK semantics, and in this pa-
per we show how a program verifier can be derived from theK
semantics of a language. Additionally, aK definition of a language
also yields an interpreter for the language as well as an explicit
state model checker essentially for free when executed in Maude
[Meseguer and Roşu 2007]. Thus, there are multiple benefitsof giv-
ing a language aK semantics. However, supposing that one wants
to exclusively define a matching logic proof system for a language
and is not interested in the other benefits of aK semantics, all that
is really needed is an appropriate definition of configurations; hav-
ing a fully executable and testedK semantic definition ofL gives
confidence in the appropriateness of its configurations, butit is not
necessary.

Let L◦ = (ΣL,E◦L) be the algebraic specification defining the
configurations of some languageL; Section 3 (Definition 1) dis-
cusses IMP◦ as an example of a two-subcell configuration (a com-
putation and an environment) and one other cell is added in Sec-
tion 6 (a heap), but one can have arbitrarily complex configurations
in L◦. Let Cfgbe the sort of configurations inL◦. A first major dis-
tinction between matching logic and Hoare logic is that in matching
logic program variables are syntactic constants, not logical vari-
ables. In other words, one cannot quantify over program variables
and they are neither free nor bound in formulae. Instead, letVar be
a sortwise infinite set of logical, or semantical, variables, together
with a distinguished variable named “◦” of sort Cfg which serves
as a placeholder for the configuration in specifications.

Definition 4. Matching logic specifications, calledconfiguration
patternsor justpatterns, are FOL= formulae∃X.((◦=c)∧ϕ), where:
• X ⊂ Var is the set of(pattern) bound variables; the variables in

c and the free variables inϕ which are not in X are the(pattern)
free variables; special variable “◦” is considered neither free
nor bound, and can only appear once in the pattern, as shown;
• c is thepattern structureand is a term of sort Cfg that may

contain logical variables in Var (bound or not to the pattern);
it may (and typically will) also contain program variables in
PVar, but recall that those have no logical meaning;
• ϕ is the(pattern) constraints, an arbitrary FOL= formula.

We letΓ, Γ′, ..., range over patterns. For example, the IMP pattern
∃z.(◦ = 〈〈x := y/x〉k 〈x 7→ x, y 7→ x ∗Int z, ρ〉env〉 ∧ x , 0)

specifies configurations whose computation is “x := y/x” and in
which the valuex held byx is different from 0 and divides the value
held byy; variablesx andρ are free, meaning that they are expected
to be bound by the proof context (like in Hoare logic, such free
variables in specifications act as parameters to the entire proof).

Let us fix as underlying modelTL◦ , written more compactly
justT , the initial model ofL◦; T is obtained by factoring theΣL-
algebra of ground terms by all the equational properties inE◦

L
, so

T is the model of concrete (i.e., non-symbolic) values and configu-
rations — Section 3 (Definition 1) defines the corresponding initial
model for IMP◦. Let Var◦ be the setVar ∪ {◦} of variablesVar ex-
tended with the special variable◦ of sortCfg. ValuationsVar◦ → T
then consist of a concrete configurationγ corresponding to◦ and
of a mapτ : Var → T ; we write such valuations using a pairing
notation, namely (γ, τ) : Var◦ → T .

We are now ready to introduce the concept ofpattern matching
that inspired the name of our axiomatic semantic approach.

Definition 5. Configurationγ matchespattern∃X.(◦ = c∧ ϕ), say
Γ, iff there is someτ : Var→ T such that(γ, τ) |= Γ.

Let us elaborate on the meaning of (γ, τ) |= ∃X.(◦ = c∧ϕ). Since
the special variable◦ appears only once in the pattern and since the
syntax of configurations is included in the syntax of our FOL=, it
is equivalent toτ |= ∃X.(γ = c∧ ϕ), which is further equivalent to
saying that there exists someθτ : Var → T with θτ�Var\X= τ�Var\X

such thatγ = θτ(c) ∧ θτ(ϕ) holds. Note thatγ = θτ(c) ∧ θτ(ϕ) is
a closed formula, becauseθτ substitutes a ground term for each
variable; in particular, ifv is a term (possibly containing semantic
variables) of sortInt appearing inc, thenθτ(v) is an integer number.
Therefore, this is equivalent to saying thatγ = θτ(c) andθτ |= ϕ.

We next introduce an important syntactic sugar notation forthe
common case when configurations are bags of cells, that is, when
“CfgF 〈Bag· [CfgItem]〉”. If that is the case, then we letC, C′, ...,
range over configuration item bag terms, possibly with variables.

Notation 6. If L’s configuration syntax is of the form “CfgF
〈Bag· [CfgItem]〉” and if 〈C〉 is a Cfg-term, then we may write
〈C 〈X〉bnd 〈ϕ〉form〉 instead of∃X.(◦ = 〈C〉 ∧ ϕ).

We continue to call the structures〈C 〈X〉bnd 〈ϕ〉form〉 patterns.

In other words, we include the pattern bound variablesX and
constraintsϕ as subcells in the top cell, thus regarding them as
additional ingredients in the pattern configuration structure. The
rationale for this notation is twofold: on the one hand it eases the
writing and reading of matching logic proof systems by allowing
meta-variablesC, C′ to also range over the two additional subcells
when not important in a given context, and on the other hand it
prepares the ground for our technique to derive matching logic
provers fromK executable semantics. This is because the pattern
bound variables and constraints are effectively added as new cells
into configurations, so most of the equations and rules in theK

semantics can be borrowed and usedunchangedin the prover!
A matching logic axiomatic semantics to a programming lan-

guage is given as a proof system for deriving special sequents called
correctness pairs, which relate configurations before the execution
of a fragment of program to configurations after its execution:

Definition 7. A matching logic(partial) correctness pairconsists
of two patternsΓ and Γ′, writtenΓ

V

Γ′. For analogy to Hoare logic,
we callΓ a pre-condition patternandΓ′ a post-condition pattern.

Since the code is included as part of the pre-condition pattern
Γ, we do not mention it as part of the sequent as in Hoare triples;
to ease reading, we however shortly introduce some notational con-
ventions that will highlight the code. Section 4.2 gives a matching
logic proof system for IMP with configurations consisting ofa com-
putation and an environment, and Section 6 extends it for HIMP,
whose configurations add a heap to IMP’s configurations.

4.2 Matching Logic Proof System for IMP

Figure 4 gives a matching logic proof system for IMP. To make it
resemble the more familiar Hoare logic proof system of IMP, we
adopted the following additional notational conventions:

(C 〈ρ〉env)[x← v] instead of C 〈ρ[v/x]〉env

(C 〈ϕ〉form) ∧ ϕ′ instead of C 〈ϕ ∧ ϕ′〉form

C[e] ≡ v instead of 〈〈e〉k C〉

V

〈〈v〉k C〉
〈C〉 s 〈C′〉 instead of 〈C 〈s〉k〉

V

〈C′ 〈·〉k〉

The meta-variablesC, C′ above range over appropriate configura-
tion item bag terms so that the resulting patterns are well-formed
for IMP◦ (see Definition 1). The desugared rule for while is then:

∃X.(◦ = 〈〈e〉k C〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v〉k C〉 ∧ ϕ),
∃X.(◦ = 〈〈s〉k C〉 ∧ ϕ ∧ (v , 0))

V

∃X.(◦ = 〈〈·〉k C〉 ∧ ϕ)
∃X.(◦ = 〈〈while (e) s〉k C〉 ∧ ϕ)

V

∃X.(◦ = 〈〈·〉k C〉 ∧ ϕ ∧ (v = 0))
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〈〈p 7→ p, s 7→ s, n 7→n, ρ〉env c 〈p≥0〉form 〈·〉bnd〉

s = 0; n = 1;

〈〈p 7→ p, s 7→0, n 7→1, ρ〉env c 〈p≥0〉form 〈·〉bnd〉

〈〈p 7→ p, s 7→n(n−1)/2, n 7→n, ρ〉env c 〈p≥0∧ n≤ p+1〉form 〈n〉bnd〉

while(n != p + 1) {

〈〈p 7→ p, s 7→n(n−1)/2, n 7→n, ρ〉env c 〈p≥0∧ n< p+1〉form 〈n〉bnd〉

s = s + n; n = n + 1

〈〈p 7→ p, s 7→n(n+1)/2, n 7→n+1, ρ〉env c 〈p≥0∧ n< p+1〉form 〈n〉bnd〉

〈〈p 7→ p, s 7→n(n−1)/2, n 7→n, ρ〉env c 〈p≥0∧ n≤ p+1〉form 〈n〉bnd〉

}

〈〈p 7→ p, s 7→n(n−1)/2, n 7→n, ρ〉env c 〈p≥0∧ n = p+1〉form 〈n〉bnd〉

〈〈p 7→ p, s 7→ p(p+1)/2, n 7→ p+1, ρ〉env c 〈p≥0〉form 〈·〉bnd〉

Figure 5. Matching logic proof of the sum of firstp numbers.

In the case of IMP,C above ranges over one-element configura-
tion item bags, namely〈ρ〉env. However, in the case of HIMP,C will
include an additional heap cell. Using generic meta-variables like
C above instead of more concrete configuration item bag terms is
key to the modularity of our matching logic definitions and proofs.
Indeed, to add heaps to IMP in Section 6 we only add new rules for
the new language constructs (none of the rules in Figure 4 changes).

Figure 5 shows a matching logic proof, following a compact and
intuitive notation, also used in informal Hoare logic proofs. The
grayed text is the code, the rest are proof annotations. A sequence
〈C〉 s 〈C′〉 means that a proof for the corresponding correctness
pair can be derived, and two consecutive patterns means thatthe
former implies the latter, so an implicit use of (ML-consequence)
is assumed. Note thatp, s, n, ρ and c are free, so they act as
parameters for the proof. Sinces andn do not occur in the post-
pattern anymore, it means that the program calculates the sum of
numbers up top no matter what the initial values ofs andn were.
Also, note that the variablesρ andc appear unaltered in the post-
pattern, meaning that nothing else changes in the environment and
in the configuration pattern; in the case of IMP thec is always
empty (“·”), but by placing it there we can transport the proof as
is to HIMP, in which casec says that the heap remains unchanged.

The variablesρ andc above act as environment and configura-
tion frames. In matching logic, one can have a frame corresponding
to any cell. We refrain from adding framing rules for these because
one can achieve the same result methodologically, by alwaysusing
a free variable matching “the rest” of the cell one is interested to
frame. This works for the heap the same way. We refer the reader
to Roşu and Schulte [2009] for more on framing in matching logic.

The next result shows that the matching logic proof system
for IMP in Figure 4 is sound w.r.t. theK executable semantics in
Figure 2. For technical reasons, we assume that the originalIMP
program (embedded in the patternΓ below) is ground (i.e., it does
not contain variables inVar); this is not a limitation, because the
program variables inPVar are treated as constants in matching
logic. If one wants programs to be parametric, one can do it by
using free variables in the environment, as in Figure 5.

Theorem 8. (Soundness of matching logic w.r.t.K for IMP ) If
Γ

V

Γ′ is derivable, then for any(γ, τ) : Var◦ → T with (γ, τ) |= Γ,
if IMP |= γ→∗ γ′ with γ′ final then(γ′, τ) |= Γ′.

Proof. For simplicity of writing, we do the proof specifically to
the current definition and implicit configuration structureof IMP.
In other words, we consider that the top-level configurations only
have a computation cell〈...〉k and an environment cell〈...〉env. How-
ever, we never use the fact that configurations have only these two
items, so our soundness proof below works for more complex con-
figurations, too, like those in Section 6 for the HIMP language.

We first prove the soundness of the rules deriving “expression
evaluation” sequents of the formC[e] ≡ v, that is, in desugared

form,∃X.(◦ = 〈〈e〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v〉k 〈ρ〉env〉 ∧ ϕ), where
e andv are terms of sortsE andInt, respectively (note thatv may
contain semantic variables, bound or not). We prove a stronger
result, namely that the resultingθτ’s (see discussion preceding this
theorem) can be chosen to be the same; specifically, we prove

Lemma 9. If ∃X.(◦ = 〈〈e〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v〉k 〈ρ〉env〉 ∧ ϕ)
is derivable and if(γ, τ) |= ∃X.(◦ = 〈〈e〉k 〈ρ〉env〉 ∧ ϕ), which is
equivalent toγ = 〈〈e〉k 〈θτ(ρ)〉env〉 for someθτ : Var → T with
θτ�Var\X= τ�Var\X and θτ |= ϕ, and if IMP |= γ →∗ γ′ with γ′ final,
thenγ′ = 〈〈θτ(v)〉k 〈θτ(ρ)〉env〉 (note thatθτ(v) is an integer); this
implies, in particular, that(γ′, τ) |= ∃X.(◦ = 〈〈v〉k 〈ρ〉env〉 ∧ ϕ).

Proof. The proof of Lemma 9 goes by induction on the length of the
derivation ofC[e] ≡ v using the proof system in Figure 4. For each
of the rules deriving a sequentC[e] ≡ v (desugared as above), con-
sider (γ, τ) |= ∃X.(◦ = 〈〈e〉k 〈ρ〉env〉∧ϕ), that is,γ = 〈〈e〉k 〈θτ(ρ)〉env〉

for someθτ : Var→ T such thatθτ�Var\X= τ�Var\X andθτ |= ϕ, and
also that IMP|= γ→∗ γ′ with γ′ final.

(ML- int)

·

∃X.(◦ = 〈〈i〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈i〉k 〈ρ〉env〉 ∧ ϕ)

In this caseγ = 〈〈i〉k 〈θτ(ρ)〉env〉 is already final, soγ′ = γ =

〈〈θτ(i)〉k 〈θτ(ρ)〉env〉 (note thatθτ(i) = i).

(ML-lookup)

·

∃X.(◦= 〈〈x〉k 〈x 7→v, ρ〉env〉∧ϕ)

V

∃X.(◦= 〈〈v〉k 〈x 7→v, ρ〉env〉∧ϕ)

In this caseγ = 〈〈x〉k 〈x 7→ θτ(v), θτ(ρ)〉env〉. The only way to
rewriteγ in theK semantics in Figure 2 is by a lookup rule (getting
a final configuration), soγ′ = (〈〈θτ(v)〉k 〈θτ(x 7→v, ρ)〉env〉.

(ML-op)

∃X.(◦ = 〈〈e1〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v1〉k 〈ρ〉env〉 ∧ ϕ),
∃X.(◦ = 〈〈e2〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v2〉k 〈ρ〉env〉 ∧ ϕ)
∃X.(◦ = 〈〈e1 op e2〉k 〈ρ〉env〉∧ϕ)

V

∃X.(◦ = 〈〈v1 opInt v2〉k 〈ρ〉env〉∧ϕ)

In this caseγ= 〈〈e1op e2〉k 〈θτ(ρ)〉env〉= 〈〈e1y � op e2〉k 〈θτ(ρ)〉env〉,
so by Proposition 2 there is some integeri1 s.t.〈〈e1〉k 〈θτ(ρ)〉env〉 →

∗

〈〈i1〉k 〈θτ(ρ)〉env〉 and 〈〈i1 y � op e2〉k 〈θτ(ρ)〉env〉, which is equal
to 〈〈i1 op e2〉k 〈θτ(ρ)〉env〉, equal to 〈〈e2 y i1 op�〉k 〈θτ(ρ)〉env〉,
rewrites toγ′. Using Proposition 2 again, it follows that there is
some integeri2 s.t. 〈〈e2〉k 〈θτ(ρ)〉env〉 →

∗ 〈〈i2〉k 〈θτ(ρ)〉env〉 and
〈〈i2 y i1 op�〉k 〈θτ(ρ)〉env〉 = 〈〈i1 op i2〉k 〈θτ(ρ)〉env〉 rewrites to
γ′. It is obvious then thatγ′ = 〈〈i1 opInt i2〉k 〈θτ(ρ)〉env〉. By the
induction hypothesis applied forγ1 =def 〈〈e1〉k 〈θτ(ρ)〉env〉 and
γ2 =def 〈〈e2〉k 〈θτ(ρ)〉env〉, it follows thati1 = θτ(v1) andi2 = θτ(v2).
Therefore,γ′ = 〈〈θτ(v1 opInt v2)〉k 〈θτ(ρ)〉env〉. Lemma 9

Lemma 9 implies the soundness of the expression rules. We now
return to the proof of Theorem 8 and prove the soundness of the
statement rules. As expected, the proof also goes by induction, on
the length of the derivation of the statement sequent〈C〉 s 〈C′〉
appearing in the conclusion of each rule of the proof system in
Figure 4. As before, we consider these rules in desugared form. For
each of the rules deriving a sequent of the form〈C〉 s 〈C′〉, desug-
ared to∃X.(◦ = 〈〈s〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X′.(◦ = 〈〈·〉k 〈ρ′〉env〉 ∧ ϕ
′),

consider that (γ, τ) |= ∃X.(◦ = 〈〈s〉k 〈ρ〉env〉 ∧ ϕ), that is, that
γ = 〈〈s〉k 〈θτ(ρ)〉env〉 for someθτ : Var → T s.t.θτ�Var\X= τ�Var\X

andθτ |= ϕ, and also consider that IMP|= γ→∗ γ′ with γ′ final.
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(ML-asgn)

∃X.(◦ = 〈〈e〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v〉k 〈ρ〉env〉 ∧ ϕ)
∃X.(◦ = 〈〈x:= e〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈·〉k 〈ρ[v/x]〉env〉 ∧ ϕ)

In this caseγ = 〈〈x:= e〉k 〈θτ(ρ)〉env〉 = 〈〈ey x:=�〉k 〈θτ(ρ)〉env〉,
so by Proposition 2 there is some integeri s.t.〈〈e〉k 〈θτ(ρ)〉env〉 →

∗

〈〈i〉k 〈θτ(ρ)〉env〉 and〈〈x:= i〉k 〈θτ(ρ)〉env〉 →
∗ γ′, soγ′ can only be

〈〈·〉k 〈θτ(ρ)[i/x]〉env〉. By Lemma 9, we get thati = θτ(v). Thenγ′ =
〈〈·〉k 〈θτ(ρ[v/x])〉env〉, so (γ′, τ) |= ∃X.(◦ = 〈〈·〉k 〈ρ[v/x]〉env〉) ∧ ϕ.

(ML-seq)

∃X1.(◦ = 〈〈s1〉k 〈ρ1〉env〉 ∧ ϕ1)

V

∃X2.(◦ = 〈〈·〉k 〈ρ2〉env〉 ∧ ϕ2),
∃X2.(◦ = 〈〈s2〉k 〈ρ2〉env〉 ∧ ϕ2)

V

∃X3.(◦ = 〈〈·〉k 〈ρ3〉env〉 ∧ ϕ3)
∃X1.(◦ = 〈〈s1;s2〉k 〈ρ1〉env〉 ∧ ϕ1)

V

∃X3.(◦ = 〈〈·〉k 〈ρ3〉env〉 ∧ ϕ3)

In this case,γ = 〈〈s1;s2〉k 〈θ1
τ(ρ1)〉env〉 = 〈〈s1 y s2〉k 〈θ

1
τ(ρ1)〉env〉,

where, for uniformity in writing, we replacedθτ by θ1
τ . By Proposi-

tion 2 and the induction hypothesis, we get〈〈s1〉k 〈θ1
τ(ρ1)〉env〉 →

∗

〈〈·〉k 〈θ
2
τ(ρ2)〉env〉 and〈〈s2〉k 〈θ2

τ(ρ2)〉env〉 →
∗ γ′ for someθ2

τ : Var→
T with θ2

τ�Var\X2= τ�Var\X2 andθ2
τ |= ϕ2. By the induction hypothesis

again we get (γ′, τ) |= ∃X3.(◦ = 〈〈·〉k 〈ρ3〉env〉 ∧ ϕ3).

(ML- if)

∃X.(◦ = 〈〈e〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v〉k 〈ρ〉env〉 ∧ ϕ),
∃X.(◦ = 〈〈s1〉k 〈ρ〉env〉 ∧ ϕ ∧ (v , 0))

V

∃X′.(◦= 〈〈·〉k 〈ρ′〉env〉∧ϕ
′),

∃X.(◦ = 〈〈s2〉k 〈ρ〉env〉 ∧ ϕ ∧ (v = 0))

V

∃X′.(◦= 〈〈·〉k 〈ρ′〉env〉∧ϕ
′)

∃X.(◦= 〈〈if(e) s1 else s2〉k 〈ρ〉env〉∧ϕ)

V

∃X′.(◦= 〈〈·〉k 〈ρ′〉env〉∧ϕ
′)

In this caseγ is 〈〈if(e) s1 else s2〉k 〈θτ(ρ)〉env〉, which is equal
to 〈〈ey if(�) s1 else s2〉k 〈θτ(ρ)〉env〉, so by Proposition 2 there
is some integeri s.t. 〈〈e〉k 〈θτ(ρ)〉env〉 →

∗ 〈〈i〉k 〈θτ(ρ)〉env〉 and
〈〈if(i) s1 else s2〉k 〈θτ(ρ)〉env〉 →

∗ γ′, and by Lemma 9 we know
thati = θτ(v). Now there are two cases to analyze, namelyi , 0
andi = 0; we only analyze the former because the later is similar.
If i , 0 then there is only one way to rewrite in one step the con-
figuration containing the computationif(i) s1 else s2, so we can
conclude that〈〈s1〉k 〈θτ(ρ)〉env〉 →

∗ γ′. Sinceθτ |= ϕ ∧ (v , 0), we
can apply the induction hypothesis on the second hypothesisin the
rule (ML-if) and conclude (γ′, τ) |= ∃X′.(◦= 〈〈·〉k 〈ρ′〉env〉∧ϕ

′).

(ML-while)

∃X.(◦ = 〈〈e〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v〉k 〈ρ〉env〉 ∧ ϕ),
∃X.(◦ = 〈〈s〉k 〈ρ〉env〉 ∧ ϕ ∧ (v , 0))

V

∃X.(◦ = 〈〈·〉k 〈ρ〉env〉 ∧ ϕ)
∃X.(◦= 〈〈while(e)s〉k 〈ρ〉env〉∧ϕ)

V

∃X.(◦= 〈〈·〉k 〈ρ〉env〉∧ϕ∧(v=0))

In this case we have thatγ = 〈〈while (e) s〉k 〈θτ(ρ)〉env〉 →
∗ γ′.

We prove by well-founded induction onn that the following propo-
sition holds for anyn > 0: if 〈〈while (e) s〉k 〈θτ(ρ)〉env〉 →

n γ′

for someθτ : Var → T such thatθτ �Var\X= τ�Var\X andθτ |= ϕ,
then (γ′, τ) |= ∃X.(◦ = 〈〈·〉k 〈ρ〉env〉 ∧ ϕ ∧ (v = 0). Fix ann > 0
and suppose that〈〈while (e) s〉k 〈θτ(ρ)〉env〉 →

n γ′ for some
θτ : Var → T . Proposition 2 and Lemma 9 imply that this rewrite
sequence must be of the form〈〈while (e) s〉k 〈θτ(ρ)〉env〉 →

∗

〈〈if ((θτ(ρ))(v)) s;while (e) s else ·〉k 〈θτ(ρ)〉env〉 →
n′ γ′, for

somen′ ≤ n. We distinguish two cases, like in the case of the condi-
tional. (1) If (θτ(ρ))(v) , 0 then the lastn′ rewrite steps above can
only be 〈〈if ((θτ(ρ))(v)) s;while (e) s else ·〉k 〈θτ(ρ)〉env〉 →

〈〈s;while (e) s〉k 〈θτ(ρ)〉env〉 →
n′−1 γ′. By Proposition 2 again,

it follows that there is some ground environmentρ0 such that
〈〈s〉k 〈θτ(ρ)〉env〉 →

∗ 〈〈·〉k 〈ρ0〉env〉 and〈〈while (e) s〉k 〈ρ0〉env〉 →
n′′

γ′ for somen′′ ≤ n′ − 1. By the outer induction hypothesis, it
follows that (〈〈·〉k 〈ρ0〉env〉, τ) |= ∃X.(◦ = 〈〈·〉k 〈ρ〉env〉 ∧ ϕ), that

is, there is someθ′τ : Var → T with θ′τ �Var\X= τ �Var\X and
θ′τ |= ϕ such thatρ0 = θ′τ(ρ). Sinceρ0 = θ′τ(ρ) and n′′ < n
we can apply the inner induction hypothesis and conclude that
(γ′, τ) |= ∃X.(◦ = 〈〈·〉k 〈ρ〉env〉 ∧ ϕ ∧ (v = 0). (2) If (θτ(ρ))(v) = 0
then it can only be thatn′ = 1 andγ′ = 〈〈·〉k 〈θτ(ρ)〉env〉, so taking
θτ as the witness for the existential quantifier, we conclude that it is
also the case that (γ′, τ) |= ∃X.(◦ = 〈〈·〉k 〈ρ〉env〉 ∧ ϕ ∧ (v = 0).

Finally, we prove the soundness of the generic rule. We prove
its soundness more generally, for any configuration patterns, even
though we only use it for statement patterns.

(ML-consequence)

|= Γ⇒ Γ1, Γ1

V

Γ′1, |= Γ
′
1⇒ Γ

′

Γ

V

Γ′

Let (γ, τ) |= Γ and suppose that IMP|= γ →∗ γ′ for some finalγ′.
Then also (γ, τ) |= Γ1 and, by the induction hypothesis, (γ′, τ) |= Γ′1,

which implies that (γ′, τ) |= Γ′. Theorem 8

4.3 Equivalence of Matching Logic and Hoare Logic for IMP

We next show that, in the case of the simple IMP language dis-
cussed so far, any property provable using Hoare logic is also
provable using matching logic and vice-versa, that is, any property
provable using matching is also provable using Hoare logic.More-
over, our proof reductions are mechanical in both directions, which
means that one can automatically generate a matching logic proof
from any Hoare logic proof and vice-versa. As before, we special-
ize our proofs for IMP; however, in the embedding of Hoare logic
into matching logic part we do not use the fact that the configuration
contains only an environment and a computation, so this result also
works for other languages that admit Hoare logic proof systems.

Before we proceed with the technical constructions, we needto
impose a restriction on the structure of the matching logic patterns
to be used throughout this section, more precisely on their environ-
ments. Note that matching logic patterns allow us to give more in-
formative specifications than Hoare logic. For example, a pattern of
the form 〈...〈x 7→ x〉env...〉 specifies configurations whose environ-
ments only declarex (and its value isx), while a pattern〈...〈·〉env...〉

specifies configuration with empty environments; that meansthat
while one is able to derive〈〈x 7→ x〉env〉 x:=x-x 〈〈x 7→ 0〉env〉, it is
impossible to derive〈〈·〉env〉 x:=x-x 〈〈x 7→ 0〉env〉, simply because
one will never be able to “evaluate”x in the empty environment.
However, note that the obvious Hoare logic equivalent, namely
{true} x:=x-x {x = 0} is unconditionally derivable.

To prove our desired equivalence result, we fix a finite set of
program variablesZ ⊂ PVar which is large enough to include
all the program variables that appear in the original program that
one wants to verify. Moreover, from here on in this section we
assume that all the environments that appear in matching logic
patterns have the domain preciselyZ. Also, we assume thatZ ⊆ Var
is a set of “semantic clones” of the program variables inZ, that
is, Z = {z | z ∈ Z}, and that the semantic variables inZ are
reserved only for this semantic cloning purpose. Also, letρZ be
the special environment mapping each program variablez ∈ Z into
its corresponding semantic clonez ∈ Z.

We first define mappingsH2M and M2H taking Hoare logic
correctness triples to matching logic correctness pairs, and, respec-
tively, matching logic correctness pairs to Hoare logic correctness
triples. Then we show in Theorem 10 that these mappings are log-
ically inverse to each other and that they take derivable sequents
in one logic to derivable sequents in the other logic; for example,
if a correctness triple{ϕ}s {ϕ′} is derivable with the Hoare logic
proof system in Figure 3 then the correctness pairH2M({ϕ}s {ϕ′})
is derivable with the matching logic proof system in Figure 4.
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H2M. Assume that variables that appear in Hoare logic speci-
fications but not in the original program are semantic variables in
Var. Let us first define a homonymous map taking formulaeϕ and
statementss to configuration patternsH2M(ϕ,s) as follows:

H2M(ϕ, s)
def
= ∃Z.(◦ = 〈〈s〉k 〈ρZ〉env〉 ∧ ρZ(ϕ)).

Hence,H2M(ϕ, s) is a pattern whose computation iss, whose en-
vironmentρZ maps each program variablez in ϕ or in s into its
semantic clonez (and possibly many other variables that do not ap-
pear ins or in ϕ), and whose side conditionρZ(ϕ) renames all the
program variables in the original formula into their semantic coun-
terparts. We now define the mapping from Hoare logic correctness
triples into matching logic correctness pairs as follows:

H2M({ϕ}s {ϕ′})
def
= H2M(ϕ,s)

V

H2M(ϕ′, ·).
For example, ifZ = {x, z} then

H2M({x > 0∧ z = u} z := x+z {z > u}) =

∃x, z.(◦ = 〈〈z := x + z〉k 〈x 7→ x, z 7→ z〉env〉 ∧ x > 0∧ z= u)

V

∃x, z.(◦ = 〈〈·〉k 〈x 7→ x, z 7→ z〉env〉 ∧ z> u).
The resulting matching logic correctness pairs are quite intuitive,
making use of pattern bound variables as a bridge between the
program variables and the semantic constraints on them.

M2H. Given an environmentρ = (x1 7→ v1, x2 7→ v2, ...,xn 7→

vn), let ρ be the FOL= formulax1 = v1 ∧ x2 = v2 ∧ ... ∧ xn = vn.
Then we define the mappingM2H taking matching logic statement
correctness pairs into Hoare logic correctness triples as follows:

M2H(∃X.(◦ = 〈〈s〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X′.(◦ = 〈〈·〉k 〈ρ′〉env〉 ∧ ϕ
′))

= {∃X.(ρ ∧ ϕ)} s {∃X′.(ρ′ ∧ ϕ′)}
For example, ifΓ

V

Γ′ is the correctness pair
∃x, z.(◦ = 〈〈z := x + z〉k 〈x 7→ x, z 7→ z〉env〉 ∧ x > 0∧ z= u)

V

∃x, z.(◦ = 〈〈·〉k 〈x 7→ x, z 7→ z〉env〉 ∧ z> u)
above, thenM2H(Γ

V

Γ′) is the correctness triple
{∃x, z.(x = x∧ z = z∧ x > 0∧ z= u)}

z := x + z
{∃x, z.(x = x∧ z = z∧ z> u)}.

We say that two FOL formulaeϕ1 andϕ2 are logically equivalent iff
|= ϕ1⇔ ϕ2. Moreover, correctness triples{ϕ1} s {ϕ

′
1} and{ϕ2} s {ϕ

′
2}

are logically equivalentiff |= ϕ1 ⇔ ϕ2 and |= ϕ′1 ⇔ ϕ′2; similarly,
matching logic correctness pairsΓ1

V

Γ′1 andΓ2

V

Γ′2 arelogically
equivalentiff |= Γ1 ⇔ Γ2 and|= Γ′1 ⇔ Γ

′
2. Thanks to the rules (HL-

consequence) and (ML-consequence), respectively, in both Hoare
logic and matching logic, logically equivalent sequents are either
both or none derivable. Since∃x, z.(x = x∧ z = z∧ x > 0∧ z= u)
is logically equivalent tox > 0 ∧ z = u and since∃z.(z =
z∧ z > u) is logically equivalent toz > u, we can conclude that
the correctness tripleM2H(Γ

V

Γ′) above is logically equivalent to
{x > 0∧ z = u} z := x+z {z > u}.

Theorem 10. Any Hoare triple{ϕ}s {ϕ′} is logically equivalent to

M2H(H2M({ϕ}s {ϕ′})), and any matching logic correctness pair
Γ

V

Γ′ is logically equivalent to H2M(M2H(Γ

V

Γ′)). Moreover, for
any Hoare logic proof of{ϕ}s {ϕ′} one can construct a matching

logic proof of H2M({ϕ}s {ϕ′}), and for any matching logic proof of
Γ

V

Γ′ one can construct a Hoare logic proof of M2H(Γ

V

Γ′).

Proof. To prove thatM2H(H2M({ϕ}s {ϕ′})) is logically equivalent
to {ϕ}s {ϕ′}, we need to prove that anyϕ is logically equivalent
to ∃Z.(ρZ ∧ ρZ(ϕ)), whereZ andρZ are those in the definition of
H2M. This follows by noting thatρZ is a conjunct of equalities
of the formz = z, one equality for each program variablez ∈ Z
(and its corresponding semantic clonez ∈ Z), and noting thatρZ(ϕ)
replaces each program variable inϕ with its semantic clone: one
can therefore apply all the equalitiesz = zbackwards onρZ(ϕ) and
thus soundly recoverϕ, then one can first remove the redundantρZ

and then the redundant quantifier “∃Z”.
To prove thatH2M ◦M2H is logically equivalent to the identity

on matching logic correctness pairs, all we need to prove is that
any matching logic pattern∃Y.(◦ = 〈〈s〉k 〈ρ〉env〉 ∧ ϕ) is logically
equivalent to∃X.(◦ = 〈〈s〉k 〈ρX〉env〉 ∧ ρX(∃Y.(ρ ∧ ϕ))), whereX
is the set of semantic variable clones of those program variables
in the domain ofρ. SinceρX only maps program variablesx ∈ X
into corresponding semantic clonesx ∈ X which are not used for
any other purpose (in particularX ∩ Y = ∅ and ϕ contains no
variable in X), we obtain thatρX(∃Y.(ρ ∧ ϕ)) = ∃Y.(ρX(ρ) ∧ ϕ).
Moreover, since the variables inY can at most be used inρ and
ϕ, we can move the existential quantifiers in front, that is,∃X.(◦ =
〈〈s〉k 〈ρX〉env〉∧ρX(∃Y.(ρ∧ϕ))) is logically equivalent to∃Y.∃X.(◦ =
〈〈s〉k 〈ρX〉env〉 ∧ ρX(ρ) ∧ ϕ). Note thatρX is a term of the form
x1 7→ x2, x2 7→ x2, xn 7→ xn whereX = {x1, x2, ...,xn} is the set of
program variables in the domain ofρ, that if ρ has the formx1 7→
v1, x2 7→ v2, ..., xn 7→ vn thenρX(ρ) is a formula of the formx1 =

v1∧ x2 = v2∧ ...∧ xn = vn, and that these are the only places where
the semantic variablesx1, x2, ..., xn appear. Replacing each term
xi by the equal termvi in ρX we can systematically replace each
mappingxi 7→ xi in ρX by a mappingxi 7→ vi , thus transforming
ρX back intoρ. Since the existentially quantified variables inX are
not used anymore in the formula except for in the subformulaρX(ρ),
we obtain that∃Y.∃X.(◦ = 〈〈s〉k 〈ρX〉env〉 ∧ ρX(ρ) ∧ ϕ) is logically
equivalent to∃Y.(◦ = 〈〈s〉k 〈ρ〉env〉 ∧ ∃X.(ρX(ρ)) ∧ ϕ). Finally, since
∃X.(ρX(ρ)) is∃X.(x1 = v1∧x2 = v2∧...∧xn = vn) which is obviously
a tautology, we conclude that∃Y.(◦ = 〈〈s〉k 〈ρ〉env〉∧∃X.(ρX(ρ))∧ϕ)
is logically equivalent to∃Y.(◦ = 〈〈s〉k 〈ρ〉env〉 ∧ ∧ϕ).

To prove the remaining of Theorem 10, we first prove the
following lemma stating that the “evaluation” of an expression is
unconditionally provable in matching logic:

Lemma 11. If e is an expression, then the expression correctness
pair ∃X.(◦ = 〈〈e〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X′.(◦ = 〈〈v〉k 〈ρ′〉env〉 ∧ ϕ
′) is

derivable using the expression rules in the matching logic proof
system in Figure 4 iff X′ = X, ρ′ = ρ, ϕ′ = ϕ, andρ is defined in all
program variables occurring ine and v= ρ(e).

Proof. The proof of the lemma goes by structural induction one.
There are three cases to analyze.

(1) If e is an integeri, then the correctness pair is derivable
iff it is derivable as an instance of rule (ML-int) in Figure 4, iff
v = i = ρ(i), X′ = X, ρ′ = ρ, andϕ′ = ϕ.

(2) If e is a variablex, then the correctness pair is derivable iff
it is derivable as an instance of rule (ML-lookup) in Figure 4, iff
X′ = X andρ = ρ′ contains the mappingx 7→ v; if that is the case,
then obviouslyv = ρ(x).

(3) If e is an expression of the forme1 op e2 for some expres-
sionse1 ande2, then the correctness pair is derivable iff it is deriv-
able using the rule (ML-op) in Figure 4, iff X′ = X andρ′ = ρ and
ϕ′ = ϕ andv = v1 opInt v2 and
∃X.(◦ = 〈〈e1〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v1〉k 〈ρ〉env〉 ∧ ϕ)
∃X.(◦ = 〈〈e2〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v2〉k 〈ρ〉env〉 ∧ ϕ)
are derivable, iff X′ = X andρ′ = ρ andϕ′ = ϕ andv = v1 opInt v2

andρ is defined in all program variables appearing ine1 ande2 and
v1 = ρ(e1) andv2 = ρ(e3), iff X′ = X, ρ′ = ρ, ϕ′ = ϕ, andρ is
defined in all program variables occurring ine andv = ρ(e) (since
ρ(e1 op e2) = ρ(e1) opInt ρ(e2)). Lemma 11

We now return to Theorem 10 and prove that for any Hoare
logic proof of {ϕ}s {ϕ′} one can construct a matching logic proof
of H2M({ϕ}s {ϕ′}). The proof goes by structural induction on the
formal proof derived using the Hoare logic proof system in Figure 3.
We consider each rule in Figure 3 and show how corresponding
matching logic proofs for the hypotheses can be composed into a
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matching logic proof for the conclusion.

·

{ϕ[e/x]} x:= e {ϕ} (HL-asgn)

We have to produce a matching logic proof for
∃Z.(◦ = 〈〈x := e〉k 〈ρZ〉env〉 ∧ ρZ(ϕ[e/x]))

V

∃Z.(◦ = 〈〈·〉k 〈ρZ〉env〉 ∧ ρZ(ϕ)),
whereZ is the one in the definition ofH2M. By Lemma 11, the fol-
lowing is derivable (becauseZ was chosen large enough to contain
all program variables ine, soρZ fits the hypothesis of Lemma 11)

∃Z.(◦ = 〈〈e〉k 〈ρZ〉env〉 ∧ ρZ(ϕ[e/x]))

V

∃Z.(◦ = 〈〈ρZ(e)〉k 〈ρZ〉env〉 ∧ ρZ(ϕ[e/x])),
so by applying rule (ML-asgn), the following is also derivable:

∃Z.(◦ = 〈〈x := e〉k 〈ρZ〉env〉 ∧ ρZ(ϕ[e/x]))

V

∃Z.(◦ = 〈〈·〉k 〈ρZ[ρZ(e)/x]〉env〉 ∧ ρZ(ϕ[e/x])).
Finally, sinceρZ(ϕ[e/x]) = ρZ[ρZ(e)/x](ϕ) and since in FOL= the
formula∃Z.(◦ = 〈〈·〉k 〈ρZ[ρZ(e)/x]〉env〉 ∧ ρZ[ρZ(e)/x](ϕ)) implies
the formula∃Z.(◦ = 〈〈·〉k 〈ρZ〉env〉 ∧ ρZ(ϕ)) (intuitively, because the
former is “more concrete”), we get by rule (ML-consequence) that

∃Z.(◦ = 〈〈x := e〉k 〈ρZ〉env〉 ∧ ρZ(ϕ[e/x]))

V

∃Z.(◦ = 〈〈·〉k 〈ρZ〉env〉 ∧ ρZ(ϕ))
is derivable.

{ϕ1}s1 {ϕ2}, {ϕ2} s2 {ϕ3}

{ϕ1} s1;s2 {ϕ3}
(HL-seq)

SupposeH2M(ϕ1, s1)

V

H2M(ϕ2, ·) and H2M(ϕ2, s2)
V

H2M(ϕ3, ·)
are derivable. Desugaring these and the rule (ML-seq) in Figure 4,
we can easily see that rule (ML-seq) implies that the correctness
pair H2M(ϕ1, s1; s2)

V

H2M(ϕ3, ·) is also derivable.

{ϕ ∧ (e , 0)} s1 {ϕ′}, {ϕ ∧ (e = 0)} s2 {ϕ′}
{ϕ}if (e) s1 else s2 {ϕ

′}
(HL-if)

Suppose, inductively, that the following two correctness pairs
∃Z.(◦ = 〈〈s1〉k 〈ρZ〉env〉 ∧ ρZ(ϕ ∧ (e , 0)))

V

∃Z.(◦ = 〈〈·〉k 〈ρZ〉env〉 ∧ ρZ(ϕ′))
and

∃Z.(◦ = 〈〈s2〉k 〈ρZ〉env〉 ∧ ρZ(ϕ ∧ (e = 0)))

V

∃Z.(◦ = 〈〈·〉k 〈ρZ〉env〉 ∧ ρZ(ϕ′))
are derivable with the proof system in Figure 4. By Lemma 11

∃Z.(◦ = 〈〈e〉k 〈ρZ〉env〉 ∧ ρZ(ϕ))

V
∃Z.(◦ = 〈〈ρZ(e)〉k 〈ρZ〉env〉 ∧ ρZ(ϕ))

is derivable, so (ML-if) implies that
∃Z.(◦ = 〈〈if (e) s1 else s2〉k 〈ρZ〉env〉 ∧ ρZ(ϕ))

V

∃Z.(◦ = 〈〈·〉k 〈ρZ〉env〉 ∧ ρZ(ϕ′))
is also derivable.

{ϕ ∧ (e , 0)}s {ϕ}
{ϕ}while (e) s {ϕ ∧ (e = 0)} (HL-while)

Suppose, inductively, that the correctness pair
∃Z.(◦ = 〈〈s〉k 〈ρZ〉env〉 ∧ ρZ(ϕ ∧ (e , 0)))

V

∃Z.(◦ = 〈〈·〉k 〈ρZ〉env〉 ∧ ρZ(ϕ))
is derivable with the proof system in Figure 4. By Lemma 11

∃Z.(◦ = 〈〈e〉k 〈ρZ〉env〉 ∧ ρZ(ϕ))

V

∃Z.(◦ = 〈〈ρZ(e)〉k 〈ρZ〉env〉 ∧ ρZ(ϕ))
is derivable, so (ML-while) implies that

∃Z.(◦ = 〈〈while (e) s〉k 〈ρZ〉env〉 ∧ ρZ(ϕ))

V

∃Z.(◦ = 〈〈·〉k 〈ρZ〉env〉 ∧ ρZ(ϕ ∧ (e = 0)))

is also derivable.

|= ψ⇒ ϕ, {ϕ}s {ϕ′}, |= ϕ′ ⇒ ψ′

{ψ} s {ψ′}
(HL-consequence)

Suppose, inductively, that the correctness pair
∃Z.(◦ = 〈〈s〉k 〈ρZ〉env〉 ∧ ρZ(ϕ))

V

∃Z.(◦ = 〈〈·〉k 〈ρZ〉env〉 ∧ ρZ(ϕ′))
is derivable with the proof system in Figure 4. Since|= ψ ⇒ ϕ

implies |= ρZ(ψ) ⇒ ρZ(ϕ), which further implies|= ∃Z.(◦ =
〈〈s〉k 〈ρZ〉env〉 ∧ ρZ(ψ)) ⇒ ∃Z.(◦ = 〈〈s〉k 〈ρZ〉env〉 ∧ ρZ(ϕ)), and
similarly for |= ϕ′ ⇒ ψ′, we get by (ML-consequence) that

∃Z.(◦ = 〈〈s〉k 〈ρZ〉env〉 ∧ ρZ(ψ))

V

∃Z.(◦ = 〈〈·〉k 〈ρZ〉env〉 ∧ ρZ(ψ′))
is also derivable with the proof system in Figure 4.

We now prove that for any matching logic proof ofΓ

V

Γ′

one can construct a Hoare logic proof ofM2H(Γ

V

Γ′). The proof
goes by structural induction on the formal proof derived using the
matching logic proof system in Figure 4. We consider each rule in
Figure 4 in desugared form and show how corresponding Hoare
logic proofs for the hypotheses can be composed into a matching
logic proof for the conclusion.

(ML-asgn)

∃X.(◦ = 〈〈e〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v〉k 〈ρ〉env〉 ∧ ϕ)
∃X.(◦ = 〈〈x:= e〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈·〉k 〈ρ[v/x]〉env〉 ∧ ϕ)

Since we can assume that have a matching logic proof for the hy-
pothesis of (ML-asgn), thenv = ρ(e) by Lemma 11, soM2H(Γ

V

Γ′)
is the Hoare triple{∃X.(ρ ∧ ϕ)} x:= e {∃X.(ρ[ρ(e)/x] ∧ ϕ)}. We
show this derivable using the Hoare logic proof system in Figure 3.
Note that {(∃X.(ρ[ρ(e)/x] ∧ ϕ))[e/x]} x:= e {∃X.(ρ[ρ(e)/x] ∧ ϕ)},
is derivable by rule (HL-asgn). We next show that|= ∃X.(ρ ∧ ϕ)⇒
(∃X.(ρ[ρ(e)/x] ∧ ϕ))[e/x], so that the desired result holds by an
application of the rule (HL-consequence). First, note thatϕ only
uses semantic variables, soϕ[e/x] = ϕ. Second, letρ\x be the
environmentρ from which the mapping “x 7→ ” is removed; thus,
ρ[ρ(e)/x] = ρ\x ∧ ρ(e) = e. Since there is no name capturing
between the semantic variables inX and the program variables in
the substitution [e/x], we get that (∃X.(ρ[ρ(e)/x] ∧ ϕ))[e/x] =
∃X.(ρ\x∧ ρ(e) = e∧ϕ), so it suffices to show that|= ∃X.(ρ∧ϕ)⇒
∃X.(ρ\x∧ρ(e) = e∧ϕ), and in particular that|= ρ⇒ ρ\x∧ρ(e) = e,
and since obviously|= ρ ⇒ ρ\x, all we have to show is that
|= ρ ⇒ ρ(e) = e. Fortunately, this follows easily by equational
reasoning, replacing each program variable ine with its semantic
counterpart inρ until eventuallye becomesρ(e).

(ML-seq)

∃X1.(◦ = 〈〈s1〉k 〈ρ1〉env〉 ∧ ϕ1)

V

∃X2.(◦ = 〈〈·〉k 〈ρ2〉env〉 ∧ ϕ2),
∃X2.(◦ = 〈〈s2〉k 〈ρ2〉env〉 ∧ ϕ2)

V

∃X3.(◦ = 〈〈·〉k 〈ρ3〉env〉 ∧ ϕ3)
∃X1.(◦ = 〈〈s1;s2〉k 〈ρ1〉env〉 ∧ ϕ1)

V

∃X3.(◦ = 〈〈·〉k 〈ρ3〉env〉 ∧ ϕ3)

Suppose, inductively, that we already have Hoare logic proofs
for the triple {∃X1.(ρ1 ∧ ϕ1)} s1 {∃X2.(ρ2 ∧ ϕ2)} and for the triple
{∃X2.(ρ2 ∧ ϕ2)} s2 {∃X3.(ρ3 ∧ ϕ3)} corresponding to the two hy-
potheses in rule (ML-seq). Then by rule (HL-seq) we can also
build a Hoare logic proof for{∃X1.(ρ1 ∧ ϕ1)} s1; s2 {∃X3.(ρ3 ∧ ϕ3)}.

Matching Logic - From Executable Semantics to Program Verification 11 2009/7/25



(ML- if)

∃X.(◦ = 〈〈e〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v〉k 〈ρ〉env〉 ∧ ϕ),
∃X.(◦ = 〈〈s1〉k 〈ρ〉env〉 ∧ ϕ ∧ (v , 0))

V

∃X′.(◦= 〈〈·〉k 〈ρ′〉env〉∧ϕ
′),

∃X.(◦ = 〈〈s2〉k 〈ρ〉env〉 ∧ ϕ ∧ (v = 0))

V

∃X′.(◦= 〈〈·〉k 〈ρ′〉env〉∧ϕ
′)

∃X.(◦= 〈〈if(e) s1 else s2〉k 〈ρ〉env〉∧ϕ)

V

∃X′.(◦= 〈〈·〉k 〈ρ′〉env〉∧ϕ
′)

By Lemma 11, v = ρ(e). Suppose, inductively, that the triple
{∃X.(ρ ∧ ϕ ∧ (ρ(e) , 0))} s1 {∃X′.(ρ′ ∧ ϕ′)} as well as the triple

{∃X.(ρ ∧ ϕ ∧ (ρ(e) = 0))} s2 {∃X′.(ρ′ ∧ ϕ′)} are derivable using the
Hoare logic proof system in Figure 3. We can use the equalities
in ρ to systematically replace each program variable ine with
its corresponding semantic value inρ until e becomesρ(e), so
one can show that|= ρ ∧ ϕ ∧ e , 0 ⇒ ρ ∧ ϕ ∧ ρ(e) , 0
and |= ρ ∧ ϕ ∧ e = 0 ⇒ ρ ∧ ϕ ∧ ρ(e) = 0. Extending these
to the quantified expressions and using the rule (HL-consequence)
twice, we get that the triples{∃X.(ρ ∧ ϕ ∧ e , 0)} s1 {∃X′.(ρ′ ∧ ϕ′)}
and{∃X.(ρ ∧ ϕ ∧ e = 0)} s2 {∃X′.(ρ′ ∧ ϕ′)} are derivable using the
Hoare logic proof system in Figure 3, so by (HL-if) the triple
{∃X.(ρ ∧ ϕ)} if(e) s1 else s2 {∃X′.(ρ′ ∧ ϕ′)} is also derivable.

(ML-while)

∃X.(◦ = 〈〈e〉k 〈ρ〉env〉 ∧ ϕ)

V

∃X.(◦ = 〈〈v〉k 〈ρ〉env〉 ∧ ϕ),
∃X.(◦ = 〈〈s〉k 〈ρ〉env〉 ∧ ϕ ∧ (v , 0))

V

∃X.(◦ = 〈〈·〉k 〈ρ〉env〉 ∧ ϕ)
∃X.(◦= 〈〈while(e)s〉k 〈ρ〉env〉∧ϕ)

V

∃X.(◦= 〈〈·〉k 〈ρ〉env〉∧ϕ∧(v=0))

By Lemma 11, v = ρ(e). Suppose, inductively, that the triple
{∃X.(ρ ∧ ϕ ∧ (ρ(e) , 0))} s {∃X.(ρ ∧ ϕ)} is derivable using the Hoare
logic proof system in Figure 3. Like above, we can use the equali-
ties inρ to show that|= ρ∧ϕ∧e , 0⇒ ρ∧ϕ∧ρ(e) , 0, so by rule
(HL-consequence) noting that the variables ine andX are disjoint,
we get that{∃X.(ρ ∧ ϕ) ∧ e , 0} s {∃X.(ρ ∧ ϕ)} is derivable using
the Hoare logic proof system in Figure 3, so by (HL-while) the
triple {∃X.(ρ ∧ ϕ)} while (e) s {∃X.(ρ ∧ ϕ) ∧ e = 0} is also deriv-
able. Finally, like above we can show that|= ∃X.(ρ ∧ ϕ) ∧ e = 0⇒
∃X.(ρ ∧ ϕ ∧ ρ(e) = 0), so the result follows by one more applica-
tion of the rule (HL-consequence).

(ML-consequence)

|= ∃X.(◦ = 〈〈s〉k 〈ρ〉env〉 ∧ ϕ)⇒ ∃X1.(◦ = 〈〈s〉k 〈ρ1〉env〉 ∧ ϕ1),
∃X1.(◦ = 〈〈s〉k 〈ρ1〉env〉 ∧ ϕ1)

V

∃X′1.(◦ = 〈〈·〉k 〈ρ
′
1〉env〉 ∧ ϕ

′
1),

|= ∃X′1.(◦ = 〈〈·〉k 〈ρ
′
1〉env〉 ∧ ϕ

′
1)⇒ ∃X′.(◦ = 〈〈·〉k 〈ρ′〉env〉 ∧ ϕ

′)
∃X.(◦= 〈〈s〉k 〈ρ〉env〉∧ϕ)

V

∃X′.(◦= 〈〈·〉k 〈ρ′〉env〉∧ϕ
′)

Suppose, inductively, that{∃X1.(ρ1 ∧ ϕ1)} s {∃X′1.(ρ
′
1 ∧ ϕ

′
1)} is deriv-

able using the Hoare logic proof system in Figure 3. We show that
|= ∃X.(ρ∧ϕ)⇒ ∃X1.(ρ1∧ϕ1) and|= ∃X′1.(ρ

′
1∧ϕ

′
1)⇒ ∃X′.(ρ′∧ϕ′),

so that the result follows by applying rule (HL-consequence). The
two properties are similar, so we only prove the first one. Let
ξ : Var∪PVar→ T be a valuation such thatξ |= ∃X.(ρ∧ϕ). All we
need to show is thatξ |= ∃X1.(ρ1 ∧ ϕ1). Let θξ : Var∪ PVar→ T
be a valuation such thatθξ�(Var∪PVar)\X= ξ�(Var∪PVar)\X andθξ |= ρ∧ϕ.
Let τ : Var → T be ξ �Var and letθτ : Var → T be θξ �Var.
Note that θτ �Var\X= τ �Var\X and θτ |= ϕ. Thus, if we takeγ
to be the configuration〈〈s〉k 〈θτ(ρ)〉env〉, thenθτ is a witness that
(γ, τ) |= ∃X.(◦ = 〈〈s〉k 〈ρ〉env〉 ∧ ϕ). By hypothesis we get that
(γ, τ) |= ∃X1.(◦ = 〈〈s〉k 〈ρ1〉env〉∧ϕ1), so there is someθ1

τ : Var→ T
such thatθ1

τ�Var\X1= τ�Var\X1, θ1
τ |= ϕ1, andγ = 〈〈s〉k 〈θ1

τ(ρ1)〉env〉, the
latter being equivalent toθ1

τ(ρ1) = θτ(ρ). Let θ1
ξ : Var∪ PVar→ T

be the valuation withθ1
ξ�Var= θ

1
τ andθ1

ξ�PVar= θξ�PVar= ξ�PVar. Then

note thatθ1
ξ |= ρ1 ∧ ϕ1, soξ |= ∃X1.(ρ1 ∧ ϕ1). Theorem 10

Start with the executableK semantics of IMP in (Figure 2) and:

(1) Define patterns (in sugared form), by adding: (language-independent)

syntactic categoriesVar andForm for semantic variables and formulae, and
CfgItemF ... | 〈Set ,· [Var]〉bnd | 〈Form〉form

(2) Extend language syntax with pattern annotations and add a new top cell
SF ... | assert Cfg and
TopF 〈Set· [Cfg]〉>

(3) Add language-independent, verification-framework-specific rules:
〈〈assertΓyk〉k c〉 → Γ〈k〉k when|=〈〈k〉k c〉⇒Γ〈k〉k (V-assertion-checking)
Γ→ Γ1 Γ2 when |= Γ⇒ Γ1 ∨ Γ2 (V-case-and-abstraction)
〈〈·〉k c〉 → · (V-done)
〈〈false〉form c〉 → · (V-infeasible)

(4) Replace rules forif andwhile with: (language-specific)– here IMP

〈〈(if (v) s1 elses2)yk〉k 〈ϕ〉form c〉 (V-if)
→ 〈〈s1 y k〉k 〈ϕ ∧ v , 0〉form c〉 〈〈s2 y k〉k 〈ϕ ∧ v = 0〉form c〉

〈〈(while (e)s)y k〉k c〉 → 〈〈if (e) (s; assert〈c〉) else k〉k c〉 (V-while)

Figure 6. Matching logic verifier, generic(1,2,3) and IMP-specific(4)

5. Deriving an IMP Matching Logic Verifier in K
Figure 6 shows how we can turn theK semantics of IMP into a
program verifier in four simple steps, the first three being language-
independent (so they are reusable across different languages).
Section 6 shows that it is equally simple to do the same for a
more complex language with a heap, dynamic memory alloca-
tion/deallocation, and even arbitrary pointer arithmetic. We next
discuss each of the four steps deriving the prover in Figure 6and
show that it issoundand completefor matching logic (provided
enough annotations). Intuitively, the idea of our approachis to exe-
cute theK semantics symbolically on a pattern annotated variant of
the original program, splitting the verification task into two tasks at
each conditional. This way, one can have in principle a path explo-
sion problem, but, as we show, that can be mitigated by providing
additional annotations.

The first step is to add algebraic infrastructure for patterns. It is
easier and more intuitive to work with patterns in sugared notation
as bags, like in Notation 6. All we need to do is to add two new
subcells, one holding the set of bound variables and the other hold-
ing the constraints. However, one needs to also add all the syntax of
FOL= formulae, but we assume that to be defined once and for all
and import it in each language definition. We therefore assume we
are given the syntactic categoriesVar for logical variables andForm
for FOL= formulae. Since our FOL= is many-sorted,Var is also
many-sorted:VarInt, VarEnv, etc. Moreover, since logical variables
act as symbolic values, we need to subsort them to the domains
of values:VarInt < Int, VarEnv < Env, etc. Note that terms of sort
Cfg of the form〈〈k〉k 〈ρ〉env〈ϕ〉form 〈X〉bnd〉 are now patterns, while
terms of sortCfg of the form 〈〈k〉k 〈ρ〉env〉 with ρ ground are still
configurations; in this section we only work with patterns, though.
Thanks toK’s modularity, equations and rules from Figure 2 ap-
ply unchangedon patterns as well, yielding a symbolic execution
engine for IMP for free. However, this simplistic symbolic engine
may get stuck at control statements. We address this problembelow
by splitting the symbolic execution in two executions, one for each
branch, accumulating the corresponding constraints.

The second step is to add program annotations. We do this by
allowing the user to state a partial pattern at any place in the compu-
tation; by “partial” pattern we mean one whose〈...〉k cell is omitted
(it is unnecessary, since the current computation is understood). We
also add a new top-level cell wrapping a set of patterns, eachcor-
responding to one symbolic execution path that is being explored.
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The configuration of the program verifier will therefore consist of
a cell〈Γ1 Γ2 ...Γn〉>, eachΓi being a pattern with annotated compu-
tation. Interestingly, the equations and rules in Figure 2 work with
such extended configurations without any change, because they can
operate “in parallel” in each of the embedded patterns.

The third step is to introduce some generic rules that are the
same for all languages. (V-assertion-checking) gives semantics to
pattern assertions: if pattern assertionΓ is reached, then it should
hold in the current specification. The notationΓ〈k〉k stands for the
complete pattern obtained by infusing cell〈k〉k into the partial
patternΓ, that is,〈c〉〈k〉k =def 〈〈k〉k c〉. Note that we switch to the
asserted patternΓ for the rest of the verification task and discardc,
the rationale being that one’s intention when asserting a pattern at
a place in a program is to provide details for the remaining proof
tasks; this is particularly important whenΓ is a loop invariant, i.e.,
an assertion preceding a loop. In practice, providingall the details
for the remaining proof tasks may be inconvenient, so one may
want instead to keepc combined with useful information fromΓ.
Rule (V-case-and-abstraction) allows one to rewrite a verification
task to a set of potentially simpler tasks. This rule is more general
than theoretically needed for the soundness and completeness of
our verifier w.r.t. the matching logic proof system (theoretically, all
that is needed is an abstraction rule “Γ → Γ′ when |= Γ ⇒ Γ′”2,
obtained whenΓ1 = Γ2 = Γ

′); however, we found it very useful in
practice to split cases. To see why this rule is correct, notethat it
corresponds to the following (sound) matching logic proof rule:
|= Γ⇒ Γ1 ∨ Γ2, Γ1

V

Γ′, Γ2

V

Γ′

Γ

V

Γ′
(ML-case)

(only statement patterns)
In implementations, one should use (V-case-and-abstraction)

conservatively, because it may lead to nontermination (when Γ1 =

Γ2 andΓ ⇔ Γ1). We also add rules (V-done) and (V-infeasible)
discharging verified tasks; a task is considered verified either when
its computation is empty, meaning that all the assertions stated as
annotations have been proved, or when it is found infeasible, mean-
ing that its constraints yieldfalse. These last two rules eventually
empty the top level cell when the program is fully verified.

All three steps above are language-independent: they can be
reused for any language, so they can be regarded as part of the
matching logic verification framework. The fourth (and last) step
towards developing a matching logic program verifier for a lan-
guage is to modify itsK semantics for control constructs to deal
with symbolic configurations. The strictness equations of the con-
ditional will ensure that its condition is evaluated to a symbolic
valuev (i.e., one containing only domain operations and semantic
variables inVar). However, since the current pattern constraintsϕ

may not have enough information about the validity ofv, we split
the current task into two tasks, one for each branch, adding to ϕ

the corresponding assumption aboutv. This is the only rule that in-
creases the number of verification tasks in the top cell. The rule for
while is tricky but clear once one assumes that the current pattern
acts as invariant (such an invariant may be given via an ordinary pat-
tern assertion right before the loop, which will be checked and then
assumed by first rule in step three above): the resulting conditional
generates two branches, one in which the loop condition is assumed
true and so the loop body is processed followed by an assertion stat-
ing the invariant holds, and one assuming the loop conditionfalse
and the remaining computationk is processed.

The above completes the discussion on the derivation of our
IMP prover in Figure 6 from theK semantics of IMP in Figure 2.
To use the prover, one needs to provide a program annotated with

2 The intuition for the abstraction rule would be that one can at any moment
drop some of the information about the current program configuration (e.g.,
irrelevant axioms, etc.); if one can still check all the remaining assertions
with less information, then one can also check them with moreinformation.

pattern assertions and an initial pattern. The rewrite system in
Figure 6 is then launched on the top cell containing initially only
one pattern, namely the initial pattern infused with the program.
The program is considered fully verified when the top cell becomes
empty. Let us illustrate our verifier on the sum program with its
pre- and post-condition patterns, as given in Figure 5. Thisprogram
is simple enough that we only need to assert a loop invariant.
Therefore, let us make the following notations:

Γstart≡ 〈〈
s=0; n=1;assert 〈cinv〉;

while(n!=p+1) {s=s+n;n=n+1}; assert 〈cpost〉
〉k cpre〉

cpre ≡ 〈p 7→p, s 7→ s, n 7→n, ρ〉env c 〈p≥0〉form 〈·〉bnd

cpost≡ 〈p 7→p, s 7→p(p+1)/2, n 7→p+1, ρ〉env c 〈p≥0〉form 〈·〉bnd

cinv ≡ 〈p 7→p, s 7→n(n−1)/2, n 7→n, ρ〉env c 〈p≥0∧n≤ p+1〉form 〈n〉bnd

Letting the rewrite engine run on the top configuration of theveri-
fier containing the pattern〈Γstart〉>, it produces the rewrite sequence
〈Γstart〉>→

∗ 〈Γ1〉>→〈Γ2〉>→〈Γ3〉>→〈Γ4 Γ6〉>→
∗ 〈Γ5 Γ6〉>→

∗ 〈·〉>, where

Γ1≡ 〈〈assert〈cinv〉;while(n!=p+1){s=s+n;n=n+1};assert〈cpost〉〉k c1〉

c1≡ 〈p 7→p, s 7→0, n 7→1, ρ〉env c 〈p≥0〉form 〈·〉bnd

Γ2≡ 〈〈while(n!=p+1){s=s+n;n=n+1};assert〈cpost〉〉k cinv〉

Γ3≡ 〈〈if (n!=p+1) {s=s+n;n=n+1;assert〈cinv〉} elseassert〈cpost〉〉k cinv〉

Γ4≡ 〈〈s=s+n;n=n+1;assert〈cinv〉〉k c4〉

c4≡ 〈p 7→p, s 7→n(n−1)/2, n 7→n, ρ〉env c 〈p≥0∧n< p+1〉form 〈n〉bnd

Γ5≡ 〈〈〈cinv〉〉k c5〉

c5≡ 〈p 7→p, s 7→n(n+1)/2, n 7→n+1, ρ〉env c 〈p≥0∧n< p+1〉form 〈n〉bnd

Γ6≡ 〈〈〈cpost〉〉k c6〉

c6≡ 〈p 7→p, s 7→n(n−1)/2, n 7→n, ρ〉env c 〈p≥0∧n= p+1〉form 〈n〉bnd

Note that the top-level set of patterns eventually emptied,meaning
that all the pattern assertions have been checked on all the paths.
There are three assertion checks encountered in the run of the
verifier above (corresponding to the side condition of the assertion
checking rule in step three in Figure 6), two for the invariant and
one for the postcondition. All these are easy to check both manually
and automatically (using SMT solvers, as our prover does).

Theorem 12. (Soundness and completeness ofK verifier w.r.t.
matching logic) The following hold, where given an annotated
computations ∈ S like in Figure 6,s ∈ S is the computation
obtained by removing all pattern assertions froms:
1. (Soundness)If 〈〈〈s; assert〈cpost〉〉k cpre〉〉> →

∗ 〈·〉> using the
K definition in Figure 6, then〈cpre〉 s〈cpost〉 is derivable using
the matching logic proof system in Figure 4;

2. (Completeness)If 〈cpre〉 s 〈cpost〉 is derivable using the match-
ing logic proof system in Figure 4, then there is some annotated
computationssuch thats= s and〈〈〈s; assert〈cpost〉〉k cpre〉〉> →

∗

〈·〉> using theK definition in Figure 6.

Proof. (Soundness)Note that theK definition in Figure 6 takes the
original term〈〈〈s; assert〈cpost〉〉k cpre〉〉> →

∗ 〈·〉> and iteratively
rewrites it to a sequence of terms which are AC soups (terms mod-
ulo associativity and commutativity) of the form〈Γ1,Γ2, ...,Γn〉>.
Moreover, there are no rewrite rules that match two or more such
Γ’s in a soup, which means that we can serialize the rewrite steps
so that at each moment precisely oneΓ in the soup is being rewrit-
ten (recall that rewrite logic allows parallel rewriting).Note that
there are rules that rewrite a patternΓ to another pattern, others that
rewrite a pattern to two patterns, and others that dissolve apattern
(rewrite it to the empty set). Moreover, it is almost always the case
that for a patternΓ in the soup, there is only one precisely deter-
mined sequence of rewrite steps that can be applied on it; since
the set of patterns is eventually emptied we can assume that such
uniquely determined sequences of rewrite steps will take place. For
example, if a patternΓ in the soup is satisfiable (i.e., it is not logi-
cally equivalent tofalse) and has the form〈〈ey k〉k 〈ρ〉envc〉, then
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this pattern will eventually become〈〈ρ(e)y k〉k 〈ρ〉envc〉. We let
the (tedious but easy) precise proof of this intuitive fact as an ex-
ercise to the interested reader (hint: the proof is similar to that of
Proposition 2). SupposeΓ { Γs, whereΓs is a set of patterns, is
such a possible “determined rewriting” relation. Then the discus-
sion above implies that〈Γ〉> →∗ 〈·〉> if and only if 〈Γ〉> {∗ 〈·〉>.
Our proof strategy now is as follows:

1. Pick an appropriate “determined rewrite” relation{ as above;

2. Show that all the patternsΓ′ that will ever be obtained by
applications of the new rewrite relation{ starting with the
original pattern〈〈cpre 〈sy assert〈cpost〉〉k〉〉> have a similar
form, i.e.,Γ′ = 〈〈c′pre 〈s

′
y assert〈c′post〉〉k〉〉> for somec′pre,

s′, c′post, wheres′ is either a statement or an empty computation;

3. To each such patternΓ′ of the form above, we associate a
correctness pair〈c′pre〉 s

′ 〈c′post〉 whens′ is a statement and the
formula〈〈·〉k c′pre〉 ⇒ 〈〈·〉k c′post〉 whens′ is empty, writtenΓ′;

4. For eachΓ { Γs, we prove that ifΓ′ is derivable using the
matching logic proof system in Figure 4 for eachΓ′ ∈ Γs, then
Γ is also derivable; by abuse of terminology, a formula is called
derivable iff it is a tautology.

It is easy to see that the four steps above imply the desired
soundness result. Let us do all four steps above in parallel,by
inductively defining such a relation{ and showing that it has the
desired properties. The original pattern〈〈cpre 〈s; assert〈cpost〉〉k〉〉>
plays no role from here on in the soundness proof, so we reuse its
symbols. Let us first define{ on unsatisfiable patterns:

• 〈〈〈false〉form 〈sy assert〈cpost〉〉k c〉〉> { ·
Note that on such unsatisfiable patternsΓ, it is indeed the case
that “Γ→∗ ·” if and only if “Γ{∗ ·”. Also, note that the correct-
ness pairs associated to unsatisfiable patterns like in 3 above are
indeed derivable with the matching logic proof system, since
they have the formfalse

V

Γ′ and these obviously sound cor-
rectness pairs are derivable (we leave it as an exercise).

Let us now define{ on case splits exactly like→:

• Γ{ Γ1 Γ2 iff Γ→ Γ1 Γ2

Since |= Γ ⇒ Γ1 ∨ Γ2, all three patterns must have the same
computation. Suppose thatΓ1 andΓ2 are derivable, and that

Γ is 〈〈sy assert〈c′〉〉k c〉,
Γ1 is 〈〈sy assert〈c′〉〉k c1〉, and
Γ2 is 〈〈sy assert〈c′〉〉k c2〉.

Therefore,〈c1〉 s〈c′〉 and〈c2〉 s〈c′〉 are derivable. Then by rule
(ML-cases) it follows that〈c〉 s〈c′〉 is also derivable.

Let us now assume thatΓ = 〈〈cpre 〈sy assert〈cpost〉〉k〉〉> is
satisfiable, wheres is either a statement or an empty computation.
It suffices to define and prove our relation{ on such patterns,
inductively on the structure of the first statement ins, if any:

• 〈cpre 〈assert〈cpost〉〉k〉 { · when|= 〈〈·〉k cpre〉 ⇒ 〈〈·〉k cpost〉

This is the case whens is empty. Note that this is the only way
to rewrite the left-hand-side pattern using→, too, and thatΓ is
indeed derivable whenever (actually “iff”) the condition holds.

• 〈〈x := ey s′ y assert〈cpost〉〉k 〈ρ〉envc〉
{ 〈〈s′ y assert〈cpost〉〉k 〈ρ[ρ(e)/x]〉envc〉

Note that the only way to rewrite the left-hand-side pattern
above using→ is to first eventually transforme to ρ(e) and
then to apply the rewrite rule for assignment, so the rela-
tion { above is determined by the relation→. Suppose that
〈〈s′ y assert〈cpost〉〉k 〈ρ[ρ(e)/x]〉envc〉 is derivable. If s′ is
empty, then we have|= 〈〈·〉k 〈ρ[ρ(e)/x]〉envc〉 ⇒ 〈〈·〉k cpost〉 and

〈〈x := ey s′ y assert〈cpost〉〉k 〈ρ〉envc〉 is the correctness
pair 〈〈ρ〉envc〉 x:= e 〈cpost〉, which is derivable by an application
of (ML-asgn) followed by an application of (ML-consequence).
If s′ is a statement, then we have that〈〈ρ[ρ(e)/x]〉envc〉 s′ 〈cpost〉

is derivable and that〈〈x := ey s′ y assert〈cpost〉〉k 〈ρ〉envc〉
is the correctness pair〈〈ρ〉envc〉 x:= e;s′ 〈cpost〉, which is deriv-
able by an application of (ML-asgn) followed by an application
of (ML-seq). Therefore, all the desired properties hold.

• 〈〈if(e) s1 else s2y s′ y assert〈cpost〉〉k 〈ϕ〉form 〈ρ〉envc〉
{ 〈〈s1 y s′ y assert〈cpost〉〉k 〈ϕ ∧ ρ(e) , 0〉form 〈ρ〉envc〉

〈〈s2 y s′ y assert〈cpost〉〉k 〈ϕ ∧ ρ(e) = 0〉form 〈ρ〉envc〉
First, note that the relation{ is determined for the condi-
tional, because once a conditional statement is on the top of
some computation, the only thing which the rewrite system
of → can do with it is to eventually evaluate its condition
e to ρ(e) and then to apply the rule (V-if) and generate two
pattern tasks, like above. Before we prove this case, let us
introduce a notion of “join pattern”. We show it for the par-
ticular configuration of IMP, but it works the same way for
any configuration. IfΓ1 and Γ2 are patterns over the same
computation, sayΓ1 = 〈〈k〉k 〈ρ1〉env〈X1〉bnd 〈ϕ1〉form〉 andΓ2 =

〈〈k〉k 〈ρ2〉env〈X2〉bnd 〈ϕ2〉form〉, then letΓ1OΓ2 be thejoin pattern
〈〈k〉k 〈ρ〉env〈X1 ∪ X2 ∪ {ρ}〉bnd 〈ϕ1 ∧ ρ = ρ1 ∨ ϕ2 ∧ ρ = ρ2〉form〉.
Notice that|= Γ1OΓ2⇔ Γ1∨Γ2 but, unlikeΓ1∨Γ2, Γ1OΓ2 is an
actual pattern. Let us now assume that the correctness pairscor-
responding to the two patterns in the right-hand-side of therule
above are derivable, i.e.,〈〈ϕ ∧ ρ(e) , 0〉form 〈ρ〉envc〉 s1;s′ 〈cpost〉

and〈〈ϕ ∧ ρ(e) = 0〉form 〈ρ〉envc〉 s2;s′ 〈cpost〉 are derivable. That
means that there must be some appropriate partial configura-
tionsc1 andc2 such that〈〈ϕ ∧ ρ(e) , 0〉form 〈ρ〉envc〉 s1 〈c1〉 and
〈c1〉 s′ 〈cpost〉, and such that〈〈ϕ ∧ ρ(e) = 0〉form 〈ρ〉envc〉 s2 〈c2〉

and 〈c2〉 s′ 〈cpost〉. Let Γ1 be 〈〈s′〉k c1〉, let Γ2 be 〈〈s′〉k c2〉, and
let Γ1OΓ2 be the joint pattern constructed as above; by abuse
of notation we letc1Oc2 denote the partial configuration such
thatΓ1OΓ2 is 〈〈s′〉k c1Oc2〉. By (ML-cases), 〈c1O c2〉 s′ 〈cpost〉 is
derivable. By (ML-consequence) applied twice and (ML-if) ap-
plied once,〈〈ϕ〉form 〈ρ〉envc〉 if(e) s1 else s2 〈c1O c2〉 is deriv-
able, so〈〈ϕ〉form 〈ρ〉envc〉 if(e) s1 else s2; s′ 〈cpost〉 is derivable.

• 〈〈while(e) sy s′ y assert〈cpost〉〉k 〈ϕ〉form 〈ρ〉envc〉
{ 〈〈sy assert〈〈ϕ〉form 〈ρ〉envc〉〉k 〈ϕ ∧ ρ(e) , 0〉form 〈ρ〉envc〉

〈〈s′ y assert〈cpost〉〉k 〈ϕ ∧ ρ(e) = 0〉form 〈ρ〉envc〉
First, note that the rule above for{ is determined by→. Indeed,
the only thing→ can do with awhile on top of the computa-
tion is to rewrite it to anif using rule (V-while), then to pro-
cess the conditione of the resulted conditional until it becomes
ρ(e), and then to apply the rule (V-if) to split the conditional
in the two cases appearing in the right-hand-side of the rule
above. Suppose〈〈ϕ ∧ ρ(e) , 0〉form 〈ρ〉envc〉 s〈〈ϕ〉form 〈ρ〉envc〉
and〈〈ϕ ∧ ρ(e) = 0〉form 〈ρ〉envc〉 s′ 〈cpost〉 are derivable. Then by
(ML-while) and (ML-seq), 〈〈ϕ〉form 〈ρ〉envc〉 while(e) s; s′ 〈cpost〉

is also derivable.

(Completeness)The idea of the proof of completeness is to fully
annotate the program with assertions corresponding to all the pre-
and post-conditions for all the fragments of code obtained from the
matching logic proof, and then to show that the fully annotated pro-
gram verifies. In order to prove the result modularly by induction,
we need to distinguish paths that correspond to normally terminated
programs from paths that correspond to loop body checks, because
the latter do not get composed with the remaining program. There-
fore, let us introduce a special statement “stop” that will be used
to annotate the end of loop bodies;stop counts as an annotation,
that is, it is simply discarded like any other annotation by the oper-
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ation s 7→ s. Let ξ be a mapping from matching logic proofs into
annotated programs defined recursively over proofs as follows:

• If πasgn is the (trivial) matching logic derivation of the pair
〈cpre〉 x:= e 〈cpost〉, then letξ(πasgn) be the annotated program
assert〈cpre〉; x := e; assert〈cpost〉;

• If πseq is the derivation of〈cpre〉 s1; s2 〈cpost〉 and πseq1 and
πseq2 are the corresponding derivations of〈cpre〉 s1 〈c〉 and
〈c〉 s2 〈cpost〉 (for the appropriatec), then letξ(πseq) be the anno-
tated programassert〈cpre〉; ξ(πseq1); ξ(πseq2); assert〈cpost〉;

• If πif is a derivation of〈cpre〉 if(e) s1 else s2 〈cpost〉 an πif1

andπif2 are the derivations ofs1 ands2 corresponding to this
particular proof (for the sake of saving space, we do not mention
the exact configuration ingredients), then letξ(πif) be the anno-
tated programassert〈cpre〉; if(e) ξ(πif1) else ξ(πif2); assert〈cpost〉;

• If πwhile is a derivation of〈cpre〉 while(e) s 〈cpost〉 andπbody is
the derivation ofs corresponding to this particular proof (for
the sake of saving space, we do not mention the exact configu-
ration ingredients), then letξ(πwhile) be the annotated program
assert〈cpre〉; while(e) (ξ(πbody); stop) ; assert〈cpost〉. Since
the while is rewritten by the verifier into a conditional checking
the invariant as an assertion after its positive branch correspond-
ing to the loop body, we need to allow for switching thestop
statement with a subsequent assertion, so thatstop will indeed
become the end of the computation. We therefore add the rule

stop; assert〈c〉 → assert〈c〉; stop

It is easy to see that for any statements for which a derivation
〈cpre〉 s 〈cpost〉 exists in matching logic, sayπs, it is indeed the case
that ξ(πs) = s. All we need to show is that〈〈〈ξ(πs)〉k cpre〉〉> →

∗

〈Γstop〉>, whereΓstop contains only patterns of the form〈〈stop〉k c〉.
We proceed by proving a stronger result by induction ons and
its derivation, namely that〈〈〈ξ(πs)〉k cpre〉〉> →

∗ 〈Γstop 〈〈·〉k cpost〉〉>.
We discuss each of the four cases above corresponding to the each
of the four types of statements:

• ξ(πasgn) = assert〈cpre〉; x := e; assert〈cpost〉

We start with the term〈〈〈ξ(πasgn)〉k cpre〉〉>. The first assertion is
obviously discarded by rule (V-assertion-checking), because
the current configuration is precisely the asserted assertion.
Then the rewrite rule for assignment modifies the value ofx
in the environmentρ of cpre to ρ(e), so the configuration be-
foreassert〈cpost〉 is exactlycpost. Therefore rule (V-assertion-
checking) applies again and rewrites the term to〈〈〈·〉k cpost〉〉>.

• ξ(πseq) = assert〈cpre〉; ξ(πseq1 ); ξ(πseq2 ); assert〈cpost〉

We start with the term〈〈〈ξ(πseq)〉k cpre〉〉> and, as above, the
first assertion is immediately discarded by rule (V-assertion-
checking). Assume, inductively, that the property holds for
ξ(πseq1 ) andξ(πseq2 ), i.e.,〈〈〈ξ(πseq1 )〉k cpre〉〉> →

∗ 〈Γ1
stop 〈〈·〉k c〉〉>

and〈〈〈ξ(πseq2 )〉k c〉〉> →∗ 〈Γ2
stop 〈〈·〉k cpost〉〉>. Since all rules in

Figure 6 only match and change the computations at the top of
the〈...〉k cell and since the while loops generate a top-level con-
ditional whose positive branch discards the computation that
follows the while loop, the computations in the left terms and
the empty computations in the right terms in the rewrites above
can be appended any other computations and the rewrites would
still hold, in particular
〈〈〈ξ(πseq1 ); ξ(πseq2 ); assert〈cpost〉〉k cpre〉〉>

→∗ 〈Γ1
stop 〈〈ξ(πseq2 ); assert〈cpost〉〉k c〉〉>

and
〈〈〈ξ(πseq2 ); assert〈cpost〉〉k c〉〉>

→∗ 〈Γ2
stop 〈〈assert〈cpost〉〉k cpost〉〉>.

Since the patterns inΓ1
stop do not interfere with the rewrites ap-

plied on〈〈〈ξ(πseq2 ); assert〈cpost〉〉k c〉〉>, the two rules above

can apply one after the other, then followed by an instance of
(V-assertion-checking), and thus we obtain
〈〈〈ξ(πseq1 ); ξ(πseq2 ); assert〈cpost〉〉k cpre〉〉>

→∗ 〈Γ1
stop Γ

2
stop 〈〈·〉k cpost〉〉>.

• ξ(πif) = assert〈cpre〉; if(e) ξ(πif1) else ξ(πif2); assert〈cpost〉

We start with the term〈〈〈ξ(πif)〉k cpre〉〉> and, as above, the first
assertion is discarded by rule (V-assertion-checking). Then the
only rewrite steps which can take place are those that lead tothe
evaluation ofe to ρ(e), whereρ is the environment ofcpre. Once
e is evaluated, the only rule which can take place is (V-if), yield-
ing 〈〈〈ξ(πif1)〉k cpre ∧ ρ(e) , 0〉 〈〈ξ(πif2)〉k cpre ∧ ρ(e) = 0〉〉>.
We can now apply the induction hypothesis and obtain that
〈〈〈ξ(πif1)〉k cpre ∧ ρ(e) , 0〉〉> →∗ 〈Γ1

stop 〈〈·〉k cpost〉〉> and that
〈〈〈ξ(πif2)〉k cpre ∧ ρ(e) = 0〉〉> →∗ 〈Γ2

stop 〈〈·〉k cpost〉〉>. There-
fore,〈〈〈ξ(πif)〉k cpre〉〉> →

∗ 〈Γ1
stop Γ

2
stop 〈〈·〉k cpost〉〉>.

• ξ(πwhile) = assert〈cpre〉; while(e) (ξ(πbody); stop) ; assert〈cpost〉

We start with the term〈〈〈ξ(πwhile)〉k cpre〉〉> and, as above, the
first assertion is discarded by rule (V-assertion-checking). The
the rule (V-while) can be applied, yielding the term
〈〈〈if(e) (ξ(πbody); stop; assert〈cpre〉) else assert〈cpost〉〉k〉〉>
which further rewrites into

〈
〈〈ξ(πbody); assert〈cpre〉; stop〉k cpre ∧ ρ(e) , 0〉
〈〈assert〈cpost〉〉k cpre ∧ ρ(e) = 0〉

〉>

However, in this casecpost is preciselycpre ∧ ρ(e) = 0, so the
second pattern rewrites to〈〈·〉k cpost〉. The induction hypoth-
esis for ξ(πbody) gives us the following rewriting sequence:
〈〈〈ξ(πbody)〉k cpre ∧ ρ(e) , 0〉〉> →∗ 〈Γstop 〈〈·〉k cpre〉〉>.
Then we can deduce that
〈〈ξ(πbody); assert〈cpre〉; stop〉k cpre ∧ ρ(e) , 0〉
→∗ 〈Γstop 〈〈assert〈cpre〉; stop〉k cpre〉〉> → 〈Γstop 〈〈stop〉k cpre〉〉>.
Thus, we have proved that
〈〈〈ξ(πwhile)〉k cpre〉〉> →

∗ 〈Γstop 〈〈stop〉k cpre〉 〈〈·〉k cpost〉〉>.

The completeness proof is done. Theorem 12

Note that we generated many more annotations than needed
with the translationξ in the proof above. Since our verifier is ca-
pable of performing many steps without a need for annotations, it
would be interesting to research ways to produce minimal annota-
tions in verified programs so that those can be checked without any
involved search. However, that was not our purpose here.

Thus, although in principle one needs to provide pre- and post-
condition patterns for all statements in a program, the verifier dis-
cussed above has the advantage that it calculates many of those pat-
terns automatically. Indeed, given a pre-condition pattern, it uses
symbolically the actual executable semantics of the current lan-
guage construct to calculate the post-condition pattern, at the same
time generating proof obligations for SMT solvers whenevergiven
pattern assertions are reached during the rewriting process. In our
experience with an implementation of a matching logic prover in
Maude (see Section 7), in addition to pre- and post-condition pat-
terns for the program to verify one typically only needs to provide
pattern annotations for loop invariants.

One potential practical issue with our verification approach
above is the so-called path explosion problem. First, note that since
in term rewriting one can choose any rule that matches to apply, our
K verifier definition has several degrees of freedom w.r.t. howit can
be implemented. For example, one can discard verification tasks
as soon as their condition becomes false (fourth rule in step(3) in
Figure 6), thus avoiding exploring infeasible paths. Second, one can
use pattern assertions anywhere in the program, in particular right
after conditionals. If that is the case, then the two verification tasks
corresponding to the two branches become identical right after the
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S F ...

| PVar := cons(Seq , [E])
| PVar := [E]
| [E1] := E2

| dispose(E)
CfgItemF ... | 〈Mem〉mem

Mem F Map �
· [Nat+, Int]

(x := cons(i, e,e)) = (ey x := cons(i,�, e))
(x:=[e]) = (ey x:=[�])
([e1] := e2) = (e1 y [�] := e2) ([p] := e2) = (e2 y [p] := �)
dispose(e) = (ey dispose(�))

〈x := cons(i)y k〉k 〈ρ〉env 〈σ〉mem→ 〈k〉k 〈ρ[p/x]〉env 〈p 7→ [i]�σ〉mem

〈x := [p] y k〉k 〈ρ〉env 〈p 7→i�σ〉mem→ 〈k〉k 〈ρ[i/x]〉env 〈p 7→i�σ〉mem

〈[p] := iy k〉k 〈p 7→i′�σ〉mem→ 〈k〉k 〈p 7→i�σ〉mem

〈dispose(p)y k〉k 〈p 7→i�σ〉mem→ 〈k〉k 〈σ〉mem

(range of new variables:p ∈ Nat+; i ∈ Seq ,· [Int]; e ∈ Seq ,· [E])

Figure 7. HIMP in K (features above added to those in Figure 2)

pattern assertion at the end of the conditional is processed(recall
that the top level cell is a set, so duplicates are eliminated); this way,
the path explosion problem is avoided.

6. Adding a Heap
We next define HIMP (IMP withheap), an extension of IMP with
dynamic memory allocation/deallocation and pointer arithmetic.
We show that the three definitions related to IMP presented so
far (i.e., itsK definition, its matching logic formal system, and
its K matching logic verifier) extend modularly to HIMP; we also
show the corresponding correctness theorems. The heap allows
for introducing and axiomatizing heap data-structures by means
of pointers, such as lists, trees, graphs, etc. We define someof
these and prove the list reverse as an example (Section 7 discusses
a more elaborate case study, the Schorr-Waite algorithm). It is
worth mentioning that, unlike in separation logic where such data-
structures are defined by means of recursive predicates, we define
them as ordinary term constructs, with natural (purely first-order)
axioms saying how they can be identified and/or manipulated in
configurations or patterns.

6.1 K Definition of HIMP

Figure 7 shows the features that need to be added to theK definition
of IMP to obtain an executable definition of HIMP. We follow
the simple syntax and semantics proposed by Reynolds [2002]
for memory operations, namely: statementx := cons(e1 , ...,en)
evaluatese1, ...,en to valuesi1, ..., in, allocates a contiguous block
of size n available starting with pointer (a positive integer)p in
memory and writes valuesi1, ..., in in order in that block, and
finally assignsp to x; x := [e] evaluatese to a pointerp which
must be allocated, and assigns tox the value at locationp; [e1] :=
e2 evaluatese1 to pointerp which must be allocated ande2 to
valuei, and writesi to locationp; dispose(e) evaluatese to a
pointer p (which must have been allocated), and deallocates the
location p. Note how we define the strictness ofcons, a style
also supported by our tool (see Section 7):i ranges over (possibly
empty) sequences of values, whilee ranges over (possibly empty)
sequences of expressions; this way, the termx := cons(i, e, e)
matches the first non-value argument expressione. This equation
applies iteratively to schedule all arguments ofcons for processing,
and to plug back their results into thecons after they are processed.

To define the semantics of HIMP, we need to first extend the
configuration of IMP with aheap, or memorycell. A heap is a
(partial) map structure just like the environment, but frompositive
naturals (also called pointers) to integers. We use� as a heap
construct to make our heap notation resemble that of separation
logic, but note that there is big difference between the two: our�
is a term constructor, while∗ in separation logic is a special logical
connective. Note that, thanks toK’s modularity, adding a new cell
to the configuration does not affect the existing semantic equations
and rules (e.g., those of IMP in Figure 2) at all, because theysimply
match and use/modify only what they need from the configuration.
Therefore, we only add one rule for each new construct. Due to
the strictness equations, we can assume that all the arguments
have been evaluated. The semantics ofcons reads as follows: if
“x := cons(i)” is the next computational task under environment
ρ and memoryσ, then pick some arbitrary pointerp such that
p 7→ [i] � σ is a well-formed map, discard the statement and
update the environment and the memory accordingly; here and
elsewhere in the paper we use the notation “p 7→ [i1, i2, ...,in]”
as a shorthand for “p 7→ i1�p+1 7→ i2� · · ·�p+n−1 7→ in”,
inspired from separation logic. The semantic rule ofcons above
is compact, elegant and natural, but it is rather dense. There are at
least two important aspects of it that need to be noticed. (1)How
can one choose such ap? Rewriting logic allows variables that do
not appear in the left-hand-sides of rules to appear in the right-hand-
sides, like ourp, with the semantics that such a rule can be regarded
as infinitely many instances, one for each instance of that variable;
that is why we calledp an “arbitrary pointer” above. (2) How can
we make sure that the allocated memory was available? All the
terms appearing in a rule are assumed to have the expected sorts,
satisfying all the corresponding sort constraints. In our case, the
termp 7→[i]�σ appears where a map sort is expected, so it must be
a well-formed map. Thinking in terms of “rule schemata” (standing
for the recursively enumerable set of its ground instances), the rule
of cons can be regarded as an infinite set of ground rules, one for
each choice ofp satisfying all the sort constraints in the rule. The
semantics of the remaining three rules should be clear now.

We adopt and extend in the obvious way all the notions intro-
duced in Definition 1 for IMP. In particular,JsK denotes the initial
configuration〈〈s〉k 〈·〉env〈·〉mem〉. We next introduce a HIMP specific
notion, namely memory safety. Note that the rewriting process us-
ing the HIMP semantic rules in Figure 7 will get stuck when pointer
p is not available in the heap (or, in the case of thecons rule, when
the block cannot be allocated — due to memory bounds constraints,
if any). This leads to a natural definition of memory safety:

Definition 13. HIMP configurationγ is memory safeiff it is not
the case thatHIMP |= γ →∗ γ′ for some junk configurationγ′

which is stuck with a memory access construct at the beginning of
its computation (in its〈...〉k cell).

To execute theK semantics in Figure 7, one needs to make a
concrete choice for the pointerp in the rule forcons, that is, one
needs to define a “memory manager”. Roşu et al. [2009] show how
to give executableK semantics to C-like languages wherep is cho-
sen symbolically; this makes the language definition deterministic
and leads to a strictly stronger notion of memory safety.

We prove a similar result to Proposition 2, stating that tasks in
the computation structure are processed in order.

Proposition 14. Given k ∈ E ∪ S andr ∈ K, then a rewrit-
ing sequence〈〈ky r〉k 〈ρ〉env〈σ〉mem〉 →

∗ γ is possible for some
final configurationγ iff there is some final configurationγ′ =
〈〈k′〉k 〈ρ

′〉env〈σ
′〉mem〉 such that 〈〈k〉k 〈ρ〉env〈σ〉mem〉 →

∗ γ′ and
〈〈k′ y r〉k 〈ρ

′〉env〈σ
′〉mem〉 →

∗ γ; moreover, if that is the case then
k′ = ρ(k), ρ′ = ρ andσ′ = σ whenk ∈ E, andk′ = · whenk ∈ S .
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C[e] = v with C = 〈ρ〉env 〈σ〉mem〈X〉bnd C′

〈C〉 x := cons(e) 〈〈ρ[p/x]〉env 〈p 7→ [v]�σ〉mem〈X, p〉bnd C′〉 (ML-cons)

C[e] ≡ v, with C = 〈ρ〉env〈v 7→v′�σ〉memC′

〈C〉 x:= [e] 〈〈ρ[v′/x]〉env〈v 7→v′�σ〉memC′〉 (ML-[ lookup])

C[(e1, e2)] ≡ (v1, v2), with C = 〈v1 7→v′2�σ〉memC′

〈C〉 [e1] := [e2] 〈〈v1 7→v2�σ〉memC′〉 (ML-[mutate])

C[e] ≡ v, with C = 〈v 7→v′�σ〉memC′

〈C〉 dispose(e) 〈〈σ〉memC′〉 (ML-dispose)

Figure 8. Matching logic formal system for HIMP (the rules above
are added to those in Figure 4 — rules in Figure 4 stay unchanged)

Proof. The proof of “if” part is identical to that of Proposition 2
and does not depend upon the particular language constructs. The
“only if” part goes by structural induction onk and it is identical
to that of Proposition 2 for the IMP constructs, so we only discuss
the new constructs.

Let us now analyze the cases wherek ∈ S.
If k = (x := cons(e) then by the induction hypothesis applied

on each expression ine, it follows that〈〈ky r〉k 〈ρ〉env〈σ〉mem〉 →
∗

〈〈x := cons(ρ(e)) y r〉k 〈ρ〉env〈σ〉mem〉 →
∗ γ; the only way to

advance the rewriting of〈〈x := cons(ρ(e)) y r〉k 〈ρ〉env〈σ〉mem〉

is to apply the semantic rewrite rule forcons, so we obtain that
〈〈x := cons(ρ(e)) y r〉k 〈ρ〉env〈σ〉mem〉 →

〈k〉k 〈ρ[p/x]〉env 〈p 7→ [ρ(e)]�σ〉mem →
∗ γ for some arbitraryp.

Then pickk′ = ·, ρ′ = ρ[p/x] andσ′ = p 7→ [ρ(e)]�σ and note that
the property holds.

If k = (x := [e]) then by the induction hypothesis one, we get
〈〈ky r〉k 〈ρ〉env〈σ〉mem〉 →

∗ 〈〈x := [ρ(e)] y r〉k 〈ρ〉env〈σ〉mem〉 →
∗

γ; the only way for the latter rewrite sequence to exist is thatthe
location ρ(e) exists inσ, that isσ = ρ(e) 7→ v�σ0, and an in-
stance of the semantic rule of location lookup is applied, that is,
〈〈x := [ρ(e)] y r〉k 〈ρ〉env〈σ〉mem〉 → 〈k〉k 〈ρ[v/x]〉env 〈σ〉mem→

∗

γ. Then pickk′ = ·, ρ′ = ρ[v/x] andσ′ = σ.
If k = ([e1] := e2) then by the induction hypothesis applied

first on e1 and then one2, we get 〈〈ky r〉k 〈ρ〉env〈σ〉mem〉 →
∗

〈〈[ρ(e1)] := ρ(e2) y r〉k 〈ρ〉env〈σ〉mem〉 →
∗ γ; the only way for the

latter rewrite sequence to exist is that the locationρ(e1) exists inσ,
that isσ = ρ(e1) 7→ v�σ0, and the semantic rule of location up-
date is applied, that is,〈〈[ρ(e1)] := ρ(e2) y r〉k 〈ρ〉env〈σ〉mem〉 →

〈k〉k 〈ρ〉env 〈ρ(e1) 7→ρ(e2)�σ0〉mem→
∗ γ. Then pickk′ = ·, ρ′ = ρ

andσ′ = ρ(e1) 7→ρ(e2)�σ0 and note that the property holds.
If k = dispose(e) then by the induction hypothesis one, we get

〈〈ky r〉k 〈ρ〉env〈σ〉mem〉 →
∗ 〈〈dispose(ρ(e)) y r〉k 〈ρ〉env〈σ〉mem〉

→∗ γ; the only way for the latter rewrite sequence to exist is that
the locationρ(e) exists inσ, that isσ = ρ(e) 7→ v�σ0, and
an instance of the semantic rule ofdispose is applied, that is,
〈〈dispose(ρ(e)) y r〉k 〈ρ〉env〈σ〉mem〉 → 〈k〉k 〈ρ〉env 〈σ0〉mem→

∗

γ. Then pickk′ = ·, ρ′ = ρ andσ′ = σ0. Proposition 14

6.2 Matching Logic Definition of HIMP

Figure 8 shows the rules that need to be added to the formal
system of IMP in Figure 4 to obtain a matching logic formal
system for HIMP. In order for these rules to work, we extend IMP
patterns to correspond to configurations extended with a heap, as
discussed in Section 6.1. Since patterns inherit the structure of
configurations, matching logic is as modular asK. In particular,
none of the matching logic rules in Figure 4 need to change when
we add a heap to the configuration! To obtain a matching logic
semantics for HIMP, all we need to add is one rule for each new
language construct, as shown in Figure 8. To save space, we write

“C[(e1, e2, ...,en)] ≡ (v1, v2, ..., vn)” as a shorthand for “C[e1] ≡ v1

andC[e2] ≡ v2 and ... andC[en] ≡ vn”.
The rules in Figure 8 are self-explanatory, mechanically follow-

ing their K counterparts in Figure 7. The only interesting thing
to note is that the “arbitrary pointer” in theK rule of cons now
gets existentially quantified in the pattern, so it becomes apattern
bound parameter. This way, the matching logic proof system be-
comes deterministic and, as expected, when a program is verified
using matching logic then it is necessarily memory safe.

Theorem 15. (Soundness of matching logic formal system for
HIMP ) Suppose thatΓ

V

Γ′ is derivable with the proof system in
Figure 8 and that(γ, τ) : Var◦ → T is such that(γ, τ) |= Γ. Then:

1. γ is memory safe; and
2. If HIMP |= γ →∗ γ′ with γ′ final then(γ′, τ) |= Γ′.

Proof. We do the proof in the same style as the proof of Theorem 8.
As already mentioned in the proof of Theorem 8, there we never
used the fact that the configurations of IMP had only two cells, a
computation and an environment. In other words, the same proof
of Theorem 8 can be used here for the soundness of the IMP con-
structs in HIMP, so we only need to continue with the soundness
of the new constructs. Note, however, that in Theorem 8 we did
not need to worry about memory safety, but now we do. None of
the operations used on the proof of Theorem 8 affected in any way
memory safety, in that the memory safety of the configurations sat-
isfying the correctness pairs in the hypotheses of rules ensures the
memory safety of the configuration satisfying the derived correct-
ness pair. In other words, the memory safety is also preserved in-
ductively over the rules proved sound in Theorem 8.

Like in the proof of Theorem 8, we consider the rules in Fig-
ure 8 in desugared form. For each of the rules deriving a sequent
of the form〈C〉 s 〈C′〉, desugared to∃X.(◦= 〈〈s〉k 〈ρ〉env〈σ〉mem〉 ∧

ϕ)

V

∃X′.(◦ = 〈〈·〉k 〈ρ′〉env〈σ
′〉mem〉 ∧ ϕ

′), consider that (γ, τ) |=
∃X.(◦ = 〈〈s〉k 〈ρ〉env〈σ〉mem〉 ∧ ϕ), that is, thatγ is the term
〈〈s〉k 〈θτ(ρ)〉env〈θτ(σ)〉mem〉 for someθτ : Var → T s.t. θτ �Var\X=

τ�Var\X andθτ |= ϕ.

(ML-cons)

∃X.(◦= 〈〈e〉k 〈ρ〉env〈σ〉mem〉 ∧ ϕ)

V

∃X.(◦= 〈〈v〉k 〈ρ〉env〈σ〉mem〉 ∧ ϕ)
∃X.(◦ = 〈〈x := cons(e)〉k 〈ρ〉env〈σ〉mem〉 ∧ ϕ)

V

∃X, p.(◦ = 〈〈·〉k 〈ρ[p/x]〉env 〈p 7→ [v]�σ〉mem〉 ∧ ϕ)

In this caseγ has the form〈〈x := cons(e)〉k 〈θτ(ρ)〉env〈θτ(σ)〉mem〉,
so by Proposition 14 and Lemma 11γ can only rewrite (in possibly
several steps) to the term〈〈x := cons(θτ(v))〉k 〈θτ(ρ)〉env〈θτ(σ)〉mem〉.
The only semantic rewrite rule which can apply now is the one
for cons, which rewrites the term above to a term of the form
〈〈·〉k 〈θτ(ρ)[p/x]〉env〈p 7→θτ(v)�σ〉mem〉, for some arbitrary natural
number (or pointer)p, which is final. Therefore,γ is memory safe
and, moreover, any finalγ′ with HIMP |= γ →∗ γ′ must have
the same form. It is easy to see now that (γ′, τ) |= ∃X, p.(◦ =
〈〈·〉k 〈ρ[p/x]〉env 〈p 7→ [v]�σ〉mem〉 ∧ ϕ) (pick θ′τ defined likeθτ
modified only inp, whereθ′τ(p) = p).

(ML-[ lookup])

∃X.(◦= 〈〈e〉k 〈ρ〉env〈v 7→v′�σ〉mem〉 ∧ ϕ)

V

∃X.(◦= 〈〈v〉k 〈ρ〉env〈v 7→v′�σ〉mem〉 ∧ ϕ)
∃X.(◦ = 〈〈x := [e]〉k 〈ρ〉env〈v 7→v′�σ〉mem〉 ∧ ϕ)

V

∃X.(◦ = 〈〈·〉k 〈ρ[v′/x]〉env 〈v 7→v′�σ〉mem〉 ∧ ϕ)

In this caseγ has the form〈〈x := [e]〉k 〈θτ(ρ)〉env〈θτ(v 7→v′�σ)〉mem〉,
so by Proposition 14 and Lemma 11γ can only rewrite (in possibly
several steps) to〈〈x := [θτ(v)]〉k 〈θτ(ρ)〉env〈θτ(v 7→v′�σ)〉mem〉. The
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only rewrite rule which can apply is the one for pointer lookup,
which yields〈〈·〉k 〈θτ(ρ)[θτ(v′)/x]〉env〈θτ(v 7→v′�σ)〉mem〉, which is
final. Therefore,γ is memory safe and, moreover, the above is the
only final γ′ with HIMP |= γ →∗ γ′. It is easy to see now that
(γ′, τ) |= ∃X.(◦ = 〈〈·〉k 〈ρ[v′/x]〉env 〈v 7→v′�σ〉mem〉 ∧ ϕ).

(ML-[mutate])

∃X.(◦= 〈〈e1〉k 〈ρ〉env〈v1 7→v′2�σ〉mem〉 ∧ ϕ)

V

∃X.(◦= 〈〈v1〉k 〈ρ〉env〈v1 7→v′2�σ〉mem〉 ∧ ϕ),
∃X.(◦= 〈〈e2〉k 〈ρ〉env〈v1 7→v′2�σ〉mem〉 ∧ ϕ)

V

∃X.(◦= 〈〈v2〉k 〈ρ〉env〈v1 7→v′2�σ〉mem〉 ∧ ϕ)
∃X.(◦ = 〈〈[e1] := e2〉k 〈ρ〉env〈v1 7→v′2�σ〉mem〉 ∧ ϕ)

V

∃X.(◦ = 〈〈·〉k 〈ρ〉env 〈v1 7→v2�σ〉mem〉 ∧ ϕ)

In this caseγ is 〈〈[e1] := e2〉k 〈θτ(ρ)〉env〈θτ(v1 7→v′2�σ)〉mem〉, so by
Proposition 14 and Lemma 11 γ can only rewrite (in possibly sev-
eral steps) to〈〈[θτ(v1)] := θτ(v2)〉k 〈θτ(ρ)〉env〈θτ(v1 7→v′2�σ)〉mem〉.
The only rewrite rule which can apply is the one for pointer as-
signment, which yields〈〈·〉k 〈θτ(ρ)〉env〈θτ(v1 7→v2�σ)〉mem〉, which
is final. Therefore,γ is memory safe and, moreover, the above is
the only finalγ′ with HIMP |= γ →∗ γ′. It is easy to see now that
(γ′, τ) |= ∃X.(◦ = 〈〈·〉k 〈ρ〉env 〈v1 7→v2�σ〉mem〉 ∧ ϕ).

(ML-dispose)

∃X.(◦= 〈〈e〉k 〈ρ〉env〈v 7→v′�σ〉mem〉 ∧ ϕ)

V

∃X.(◦= 〈〈v〉k 〈ρ〉env〈v 7→v′�σ〉mem〉 ∧ ϕ)
∃X.(◦ = 〈〈dispose(e)〉k 〈ρ〉env〈v 7→v′�σ〉mem〉 ∧ ϕ)

V

∃X.(◦ = 〈〈·〉k 〈ρ〉env 〈σ〉mem〉 ∧ ϕ)

In this caseγ is 〈〈dispose(e)〉k 〈θτ(ρ)〉env〈θτ(v 7→v′�σ)〉mem〉, so
by Proposition 14 and Lemma 11 γ can only rewrite (in possibly
several steps) to〈〈dispose(θτ(v))〉k 〈θτ(ρ)〉env〈θτ(v 7→v′�σ)〉mem〉.
The only rewrite rule which can apply is the one fordispose,
which yields〈〈·〉k 〈θτ(ρ)〉env〈σ)〉mem〉, which is final. Therefore,γ
is memory safe and, moreover, the above is the only finalγ′ with
HIMP |= γ →∗ γ′. It is easy to see now that (γ′, τ) |= ∃X.(◦ =
〈〈·〉k 〈ρ〉env 〈σ〉mem〉 ∧ ϕ). Theorem 15

6.3 Deriving a HIMP Matching Logic Verifier in K

TheKmatching logic verifier for IMP in Section 5 was obtained by
adding configuration infrastructure for expressing patterns to theK
definition of IMP, four language independent rules, and modifying
two of the originalK rules (forif andwhile) to become symbolic.
We follow the same steps for HIMP and, surprisingly, we only have
to modify the rule forcons.

Concretely, the matching logic verifier for HIMP is obtainedby
extending the one for IMP in Figure 6 with HIMP configurations
(i.e., adding memory cell) and with the HIMPK rules in Figure 7
modifying the one forcons as follows:
〈x := cons(i)y k〉k 〈ρ〉env 〈σ〉mem〈X〉bnd

→ 〈k〉k 〈ρ[p/x]〉env 〈p 7→ [i]�σ〉mem〈X, p〉bnd

Therefore, the pointerp of the originalK semantics is now bound
by the right-hand-side pattern, making it a symbolic value for the
remainder of the proof.

Theorem 16. (Soundness and completeness ofHIMP K verifier
w.r.t. matching logic)The following hold, where given an anno-
tated computations ∈ S like in Figure 9,s ∈ S is the computation
obtained by removing all pattern assertions froms:
1. (Soundness)If 〈〈〈s; assert〈cpost〉〉k cpre〉〉> →

∗ 〈·〉> using the
K definition in Figure 9, then〈cpre〉 s〈cpost〉 is derivable using
the matching logic proof system in Figure 8;

NatF naturals,Nat+ F pos. naturals, IntF integers(abstract syntax)
PVar F identifiers, to be used as program variable names

VarF logical variables,FormF FOL= formulae
E F Int | PVar | E1 opE2

SF PVar:=E | S1;S2 | if (E)S1 else S2 | while (E)S
| assert Cfg
| PVar := cons(Seq , [E])
| PVar := [E]
| [E1] := E2

| dispose(E)

Cfg F 〈Bag· [CfgItem]〉 (configuration)
CfgItemF 〈K〉k | 〈Env〉env | 〈Set ,· [Var]〉bnd | 〈Form〉form | 〈Mem〉mem

MemF Map �
· [Nat+, Int]

TopF 〈Set· [Cfg]〉>
K F E | S | Seq y· [K] | �
Env F Map ,· [PVar, Int]

(x:=e) = (ey x:=�) (structural “strictness” equations)
e1 op e2 = (e1 y � op e2) i1 op e2 = (e2 y i1 op�)
if(e) s1 else s2 = (ey if (�) s1 else s2)
(x := cons(i,e, e)) = (ey x := cons(i,�, e))
(x:=[e]) = (ey x:=[�])
([e1] := e2) = (e1 y [�] := e2) ([p] := e2) = (e2 y [p] := �)
dispose(e) = (ey dispose(�))

s1 ; s2 = s1 y s2 (semantic equations and rules)
i1 op i2 → i1 opInt i2

〈xy k〉k 〈x 7→ i, ρ〉env→ 〈iy k〉k 〈x 7→ i, ρ〉env

〈x:=iy k〉k 〈ρ〉env→ 〈k〉k 〈ρ[i/x]〉env

〈〈(if (v) s1 else s2)yk〉k 〈ϕ〉form c〉
→ 〈〈s1 y k〉k 〈ϕ ∧ v , 0〉form c〉 〈〈s2 y k〉k 〈ϕ ∧ v = 0〉form c〉

〈〈(while(e) s)y k〉k c〉 → 〈〈if (e) (s; assert〈c〉) elsek〉k c〉
〈x := cons(i)y k〉k 〈ρ〉env 〈σ〉mem〈X〉bnd

→ 〈k〉k 〈ρ[p/x]〉env 〈p 7→ [i]�σ〉mem〈X,p〉bnd

〈x := [p] y k〉k 〈ρ〉env 〈p 7→i�σ〉mem→ 〈k〉k 〈ρ[i/x]〉env 〈p 7→i�σ〉mem

〈[p] := iy k〉k 〈p 7→i′�σ〉mem→ 〈k〉k 〈p 7→i�σ〉mem

〈dispose(p)y k〉k 〈p 7→i�σ〉mem→ 〈k〉k 〈σ〉mem

〈〈assertΓyk〉k c〉 → Γ〈k〉k when〈〈k〉k c〉 ⇒ Γ〈k〉k (generic rules)

Γ→ Γ1 Γ2 when |= Γ⇒ Γ1 ∨ Γ2

〈〈·〉k c〉 → ·
〈〈false〉form c〉 → ·

(x∈PVar; e,e1,e2 ∈E; s,s1,s2 ∈S; k∈K; i,i1,i2 ∈ Int;
ρ∈Map , [PVar,Int]; ϕ ∈ Form; p ∈ Nat+; i ∈ Seq ,· [Int]; e ∈ Seq ,· [E])

Figure 9. HIMP Matching Logic Verifier (complete definition)

2. (Completeness)If 〈cpre〉 s 〈cpost〉 is derivable using the match-
ing logic proof system in Figure 8, then there is some annotated
computationssuch thats= s and〈〈〈s; assert〈cpost〉〉k cpre〉〉> →

∗

〈·〉> using theK definition in Figure 9.

Proof. The proof of soundness and completeness proceeds like that
of Theorem 12. Due to the inherent modularity of using AC soups
in both matching logic and the verifier, the proof of Theorem 12
can be reused verbatim. We add below only the necessary cases.

(Soundness)Recall that the soundness proof strategy in Theo-
rem 12 was to define a “determined rewriting” relation{ which
has the property that whenever the patterns in its right-hand-side
terms correspond to derivable correctness pairs then the pattern in
its left-hand-side term also corresponds to a derivable pair.

• 〈〈x := cons(e)y s′ y assert〈cpost〉〉k 〈ρ〉env 〈σ〉mem〈X〉bnd c〉
{ 〈〈s′yassert〈cpost〉〉k〈ρ[p/x]〉env〈p 7→ [ρ(e)]�σ〉mem〈X, p〉bndc〉
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(Note that in the above,e is a list of expressions.)

The only way to rewrite the left-hand side above using→ is to
first reducee to ρ(e) and then to apply the rewrite rule forcons,
so the relation{ above is determined by→. Suppose that

〈〈s′yassert〈cpost〉〉k 〈ρ[p/x]〉env 〈p 7→ [ρ(e)]�σ〉mem〈X, p〉bnd c〉

is derivable. It is the case that eithers′ is empty or a statement.
In the first case, we have that

|= 〈〈·〉k 〈ρ[p/x]〉env 〈p 7→ [ρ(e)]�σ〉mem〈X, p〉bnd c〉 ⇒ 〈〈·〉k cpost〉

and

〈〈x := cons(e)y s′ y assert〈cpost〉〉k 〈ρ〉env 〈σ〉mem〈X〉bnd c〉

is the correctness pair〈〈ρ〉env〈σ〉mem〈X〉bnd c〉 x:=cons(e) 〈cpost〉,
which is derivable by an application of (ML-cons) and (ML-
consequence). If s′ is a statement, then we have that

〈〈ρ[p/x]〉env 〈p 7→ [ρ(e)]�σ〉mem〈X, p〉bnd c〉 s′ 〈cpost〉

is derivable and that

〈〈x := cons(e)y s′ y assert〈cpost〉〉k 〈ρ〉env〈σ〉mem〈X〉bnd c〉

is 〈〈ρ〉env〈σ〉mem〈X〉bnd c〉 x:=cons(e);s′ 〈cpost〉, which is deriv-
able by an application of (ML-cons) followed by an application
of (ML-seq). Therefore, all the desired properties hold.

• 〈〈x := [e] y s′ y assert〈cpost〉〉k 〈ρ〉env 〈ρ(e) 7→i�σ〉memc〉
{ 〈〈s′ y assert〈cpost〉〉k 〈ρ[i/x]〉env 〈ρ(e) 7→i�σ〉memc〉

This rule is different from the others, in that its left-hand side
requires a specific structure not only of the computation, but
also of the heap. One may therefore admittedly doubt that the
new relation{ still has the property that〈Γ〉> {∗ 〈·〉> implies
〈Γ〉> →

∗ 〈·〉> (the other implication is easy to see, because{
can be simulated with a sequence of→ steps). ConsiderΓ a
pattern like the left-hand side of the rule above, but with some
arbitraryσ′ instead ofρ(e) 7→ i�σ. The only way to rewrite
Γ using→ is to first reducee to ρ(e); then the resulting term
is stuck unless the mappingρ(e) 7→ i is in σ′, that is,σ′ is of
the formρ(e) 7→ i�σ. Then the only thing that→ can do is to
apply the rewrite rule for heap lookup, yielding that indeedthe
relation{ above is determined by the relation→. Suppose that

〈〈s′ y assert〈cpost〉〉k 〈ρ[i/x]〉env 〈ρ(e) 7→i�σ〉memc〉

is derivable. It is the case that eithers′ is empty or a statement.
In the first case, we have that

|= 〈〈·〉k 〈ρ[i/x]〉env 〈ρ(e) 7→i�σ〉memc〉 ⇒ 〈〈·〉k cpost〉

and

〈〈x := [e] y s′ y assert〈cpost〉〉k 〈ρ〉env 〈ρ(e) 7→i�σ〉memc〉

is the correctness pair〈〈ρ〉env 〈ρ(e) 7→i�σ〉memc〉 x := [e] 〈cpost〉,
which is derivable by an application of (ML-[mutate]) and (ML-
consequence). If s′ is a statement, then we have that

〈〈ρ[i/x]〉env 〈ρ(e) 7→i�σ〉memc〉 s′ 〈cpost〉

is derivable and that

〈〈x := [e] y s′ y assert〈cpost〉〉k 〈ρ〉env 〈ρ(e) 7→i�σ〉memc〉

is 〈〈ρ〉env 〈ρ(e) 7→i�σ〉memc〉 x := [e];s′ 〈cpost〉, which is deriv-
able by an application of (ML-[mutate]) followed by an appli-
cation of (ML-seq). Therefore, all the desired properties hold.

• 〈〈[e1] := e2 y s′y assert〈cpost〉〉k 〈ρ〉env 〈ρ(e1) 7→i�σ〉memc〉
{ 〈〈s′ y assert〈cpost〉〉k 〈ρ〉env 〈ρ(e1) 7→ρ(e2)�σ〉memc〉

The existence of theρ(e1) entry in the heap can be justified like
in the case above. The only way to rewrite the left-hand side

term in the rule above using→ is to first reducee1 to ρ(e1) and
then to apply the rewrite rule for heap mutation, yielding that
indeed the relation{ above is determined by→. Suppose that
〈〈s′ y assert〈cpost〉〉k 〈ρ〉env 〈ρ(e1) 7→ρ(e2)�σ〉memc〉 is deriv-
able. It is the case that eithers′ is empty or a statement. In the
first case, we have that

|= 〈〈·〉k 〈ρ〉env 〈ρ(e1) 7→ρ(e2)�σ〉memc〉 ⇒ 〈〈·〉k cpost〉

and

〈〈[e1] := e2 y s′y assert〈cpost〉〉k 〈ρ〉env 〈ρ(e1) 7→i�σ〉memc〉

is 〈〈ρ〉env 〈ρ(e1) 7→i�σ〉mem〉 [e1] := e2 〈cpost〉, which is deriv-
able by an application of (ML-[mutate]) and (ML-consequence).
If s′ is a statement, then we have that

〈〈ρ〉env 〈ρ(e1) 7→ρ(e2)�σ〉memc〉 s′ 〈cpost〉

is derivable and that

〈〈[e1] := e2 y s′y assert〈cpost〉〉k 〈ρ〉env 〈ρ(e1) 7→i�σ〉memc〉

is 〈〈ρ〉env 〈ρ(e1) 7→i�σ〉mem〉 [e1] := e2; s′ 〈cpost〉, which is deriv-
able by an application of (ML-[mutate]) followed by an appli-
cation of (ML-seq). Therefore, all the desired properties hold.

• 〈〈dispose(e)y s′y assert〈cpost〉〉k 〈ρ〉env 〈ρ(e) 7→i�σ〉memc〉
{ 〈〈s′ y assert〈cpost〉〉k 〈ρ〉env 〈σ〉memc〉

The existence of theρ(e) entry in the heap can be justified like
in the previous two cases above. The only way to rewrite the
left-hand side term in the rule above using→ is to first reducee
to ρ(e) and then to apply the rewrite rule fordispose, yielding
that indeed the relation{ above is determined by→. Suppose
that〈〈s′ y assert〈cpost〉〉k 〈ρ〉env 〈σ〉memc〉 is derivable. It is the
case that eithers′ is empty or a statement. In the first case, we
have that|= 〈〈·〉k 〈ρ〉env 〈σ〉memc〉 ⇒ 〈〈·〉k cpost〉 and

〈〈dispose(e)y s′ y assert〈cpost〉〉k 〈ρ〉env 〈ρ(e) 7→i�σ〉memc〉

is 〈〈ρ〉env 〈ρ(e) 7→i�σ〉memc〉 dispose(e) 〈cpost〉, which is deriv-
able by an application of (ML-dispose) and (ML-consequence).
If s′ is a statement, then we have that〈〈ρ〉env 〈σ〉memc〉 s′ 〈cpost〉

is derivable and that

〈〈dispose(e)y s′ y assert〈cpost〉〉k 〈ρ〉env 〈ρ(e) 7→i�σ〉memc〉

is 〈〈ρ〉env 〈ρ(e) 7→i�σ〉memc〉 dispose(e); s′ 〈cpost〉, which is
derivable by an application of (ML-dispose) and (ML-seq).
Therefore, all the desired properties hold.

(Completeness)Recall that the completeness proof strategy in The-
orem 12 was to define a mappingξ that associates fully annotated
programs to matching logic derivations and then to show by in-
duction on derivationsπs of correctness pairs〈cpre〉 s 〈cpost〉 that
〈〈〈ξ(πs)〉k cpre〉〉> →

∗ 〈Γstop 〈〈·〉k cpost〉〉> for some setΓstop contain-
ing only patterns of the form〈〈stop〉k c〉. We define the mapping
xi on derivationsπs of correctness pairs of the form〈cpre〉 s 〈cpost〉

with s one of the new four constructs for statements as expected:

ξ(πcons) = assert〈cpre〉; x := cons(e); assert〈cpost〉

ξ(π[lookup]) = assert〈cpre〉; x := [e]; assert〈cpost〉

ξ(π[mutate]) = assert〈cpre〉; [e1] := e2; assert〈cpost〉

ξ(π[mutate]) = assert〈cpre〉; dispose(e); assert〈cpost〉

It is easy to see that for all the four cases above, the assertion
assert〈cpre〉 is immediately discarded by the rule for assertion
checking (V-assertion-checking), and thatcpre must contain enough
detail thatρ(e) can be evaluated for any expressione appearing in
statements. Also, for all the four cases above,〈cpost〉 is precisely
the configuration pattern obtained after the verifier processes the
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statements. Therefore, in all cases above〈〈〈ξ(πs)〉k cpre〉〉> →
∗

〈〈〈·〉k cpost〉〉>, which completes our proof. Theorem 16

6.4 Defining and Using Heap Patterns

Interesting programs organize heap data in structures suchas linked
lists, trees, graphs, and so on. To verify such programs, oneneeds
to be able to specify and reason about heap structures. Sincein
matching logic the heap is just an algebraic term, it is natural to
define heap patterns as terms of sort “heap” and then to axiomatize
them appropriately. Consider linked lists whose nodes contain two
consecutive locations: an integer (data) followed by a pointer to
next node (or 0, indicating the list end). One is typically interested
in reasoning about the sequences of integers held by such list
structures (and not about the particular pointers holding these data).
It is then natural to define a list heap constructor “list : Nat ×
IntSeq→ Mem” taking a pointer (the location where the list starts)
and a sequence of integers (the data held by the list, withε for the
empty sequence and : for sequence concatenation) and yielding a
fragment of memory; integer sequences can be easily axiomatized,
for example asSeq :

ε [Int]. It does not make sense to define this as
one would a function, since it is effectively non-deterministic, but
it can be axiomatized as follows, in terms of patterns:

〈〈list(p, α)�σ〉mem〈ϕ〉form 〈X〉bnd c〉
⇔ 〈〈σ〉mem〈p = 0∧ α = ε ∧ ϕ〉form 〈X〉bnd c〉
∨ 〈〈p 7→ [a, q]�list(q, β)�σ〉mem〈α=a:β ∧ ϕ〉form 〈X,a,q, β〉bnd c〉.

In words, alist patterncan be identified in the heap starting with
pointer p and containing integer sequenceα iff either the list is
empty, so it takes no memory and its pointer is null (0), or thelist
is non-empty, so it holds its first element at locationp and a pointer
to a list containing the remaining elements at locationp+ 1. Using
this axiom, one can prove properties about patterns, such as:

〈〈5 7→2�6 7→0�8 7→3�9 7→5�σ〉memc〉 ⇒ 〈〈list(8,3:2)�σ〉memc〉
〈〈list(8,3:2)�σ〉mem〈X〉bnd c〉 ⇒

〈〈8 7→3�9 7→q�q 7→2�q+1 7→0�σ〉mem〈X,q〉bnd c〉

Figure 10 shows a snippet of a matching logic proof for list
reverse, where we assume defined a conventional algebraic reverse
operationrev : IntSeq→ IntSeqon sequences of integers (easy to
define equationally) and, as earlier in the paper, two patterns next
to each other means that the former implies the latter. The loop
invariant pattern (topmost one) specifies configurations inwhich:
program variablep is bound to pointerp, program variablesx and
y are bound to the same valuex, and there are two disjoint lists in
the heap, one starting with pointerp and holding sequenceβ and
another starting with pointerx and holding sequenceγ, such that
rev(α) = rev(γ):β, whereα is the only free variable in the pattern
(in addition to the “frames”ρ, σ, ϕ, andc, which are expected to
always be free). There are two subproofs, one for the body of the
loop (ending with the same invariant right before the “}”) and one
for the desired property (list atpwill hold rev(α)) after the loop. We
cannot show all the details here, but there are several interesting
uses of the list axiom, all discovered automatically by our prover
in milliseconds. For example, sincex , 0 in the first pattern in
the loop body, one can expandlist(x, γ) in the heap and thus yield
the second pattern in the loop body. The second pattern has all
the configuration infrastructure needed to (symbolically)execute
the four assignments. The resulting pattern can be applied the list
axiom again to reshape its heap into one having a list atx; the loop
invariant follows then by anα-conversion of bound variables.

Below is an axiomatization of heap binary trees, assuming, like
for lists, a corresponding mathematical notion of binary tree of
integers (sortIntTree together withε for the empty tree and with

〈
〈p 7→ p, x 7→ x, y 7→ x, ρ〉env〈list(p, β)�list(x, γ)�σ〉mem

〈rev(α) = rev(γ):β ∧ ϕ〉form 〈p, x, β, γ〉bnd c
〉

while (x!=0) {

〈
〈p 7→ p, x 7→ x, y 7→ x, ρ〉env〈list(p, β)�list(x, γ)�σ〉mem

〈rev(α) = rev(γ):β ∧ x , 0∧ ϕ〉form 〈p, x, β, γ〉bndc
〉

〈
〈p 7→p, x 7→x, y 7→ x, ρ〉env〈list(p, β)�x 7→[a,x′ ]�list(x′,γ′)�σ〉mem

〈rev(α) = rev(γ):β ∧ γ = a:γ′ ∧ ϕ〉form 〈p, x, β, γ, x′ , γ′〉bnd c
〉

y:=[x+1]; [x+1]:=p; p:=x; x:=y

〈
〈p 7→x, x 7→x′ , y 7→x′ , ρ〉env〈list(p, β)�x 7→[a, p]�list(x′,γ′)�σ〉mem

〈rev(α) = rev(γ):β ∧ γ = a:γ′ ∧ ϕ〉form 〈p, x, β, γ, x′ , γ′〉bnd c
〉

〈
〈p 7→ x, x 7→ x′ , y 7→ x′ , ρ〉env〈list(x, a:β)�list(x′, γ′)�σ〉mem

〈rev(α) = rev(γ′):a:β ∧ ϕ〉form 〈x, x′, β, γ′〉bndc
〉

〈
〈p 7→ p, x 7→ x, y 7→ x, ρ〉env〈list(p, β)�list(x, γ)�σ〉mem

〈rev(α) = rev(γ):β ∧ ϕ〉form 〈p, x, β, γ〉bnd c
〉

}

〈
〈p 7→ p, x 7→ x, y 7→ x, ρ〉env〈list(p, β)�list(x, γ)�σ〉mem

〈rev(α)= rev(γ):β ∧ x=0∧ ϕ〉form 〈p, x, β, γ〉bnd c
〉

〈〈p 7→p, x 7→0, y 7→0, ρ〉env〈list(p, rev(α))�σ〉mem〈ϕ〉form 〈p〉bnd c〉

Figure 10. Matching logic proof snippet of list reverse.

a(l, r) for a tree with dataa, left subtreel and right subtreer):

tree : Nat× IntTree→ Mem

〈〈tree(p, t)�σ〉mem〈ϕ〉form 〈X〉bnd c〉
⇔ 〈〈σ〉mem〈p = 0∧ t = ε ∧ ϕ〉form 〈X〉bnd c〉

∨ 〈
〈p 7→ [a, l, r]�tree(l,u)�tree(r, v)�σ〉mem

〈t=a(u, v) ∧ ϕ〉form 〈X,a, l, r,u, v〉bnd c
〉

Using our matching logic prover in Section 7, we have verifiedsev-
eral interesting properties over trees and several over trees com-
bined with other heap structures, all available for download. For
example, we have verified a program traversing a tree in DFS and,
as doing so, disposing each tree node and moving its element into a
linked list; this program needed a stack-like heap structure in addi-
tion to lists and trees. Our most complex program that we verified
automatically is, however, the (partial correctness of the) Schorr-
Waite algorithm, which also needs a stack-like heap structure. The
details are in Section 7 and on the tool website; here we only show
our axiomatization of connected binary graphs in matching logic:

graph : Nat×Mem→ Mem

inr

inl

p 7→ [a, l, r]

out

graph : Nat×Mem×Mem→ Mem
graph(p,g) = graph(p,g, ·)

〈〈graph(p, in,out)�σ〉mem〈ϕ〉form 〈X〉bnd c〉
⇔ 〈〈σ〉mem〈(p = 0∨ p 7→a ⊆ out) ∧ in = · ∧ ϕ〉form 〈X,a〉bnd c〉

∨ 〈
〈

p 7→ [a,l,r]�graph(l,inl,out�inr �p 7→ [a,l,r])
�graph(r,inr,out�inl �p 7→ [a,l,r])

〉mem

〈in = p 7→ [a, l, r]�inl �inr ∧ ϕ〉form 〈X,a, l, r, inl , inr〉bnd c
〉

Like for lists and trees,graph(p,g) is a heap pattern correspond-
ing to a graphg rooted inp. Unlike for lists and trees,g is itself a
heap structure. While for lists/trees it made sense to define abstract
mathematical lists/trees (IntSeqandIntTree) aside and then to say
that the heap list/tree encloses the mathematical object, for graphs
we have no more abstract representation of a graph than its heap
representation. Indeed, a graph in the heap is a set of location pairs
p 7→ [l,r], wherel andr are pointers to the left and the right neigh-
bors ofp. Hence, we define the graph heap construct to take a heap
as its second argument.

To axiomatizegraph(p,g), we introduce and axiomatize a help-
ing homonymous heap constructgraph(p, in, out) for partial sub-
graphs, that is subgraphs of the original graph that are not com-
plete in that they may point out to nodes in the original graph,
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with the following intuition: in and out are subheaps of the orig-
inal g; in contains all the nodesq 7→ [l,r] that are in the corre-
sponding subgraph;out, which is disjoint fromin, contains nodes
that the partial subgraph may point to; ifin , · then p (the root)
must be inin; if in = · then p must be inout. Note that, indeed,
graph(p,g) = graph(p,g, ·), as defined above. Our axiom for par-
tial graphs has three cases. The first two are whenp = 0 or when
p is in out, in which case the subgraph is empty. The third case
is the interesting one and it says that there exists some split of the
remaining nodes inin in two disjoint heaps,inl and inr , each cor-
responding to a partial subgraph potentially pointing out to nodes
in out, to p, or to nodes in the other partial subgraph. Note that the
axiom covers all the cases, such as whenl = r or when one ofl or r
is p (one of the two subgraphs will be empty in these cases). There
is a lot of non-determinism in how to split the partial subgraph in
two partial subgraphs, but, as far as at least one such splitting exists,
we are sure that all the nodes in the subgraph are reachable and that
it only points out to nodes inout.

7. Proving Schorr-Waite With M atchC
This section reports on the use of our matching logic program
verifier MatchC to verify the partial correctness of the Schorr-
Waite algorithm. MatchC is an evolving prototype which is being
developed following the process described in this paper, but for
the language C. Only a core subset of C is covered so far, called
KernelC [Roşu et al. 2009, Roşu and Schulte 2009], including
all the features of HIMP but withmalloc and free instead of
cons anddispose, as well as C’s shortcut “boolean” constructs
&&, ||, etc. An additionalmemory allocation tablecell is needed in
the configuration to store the size of the allocated blocks, to know
how many locations to deallocate withfree. However, due to the
modularity of matching logic andK, that additional cell only affects
the semantics ofmalloc andfree. In particular, the definitions of
heap pattern constructs and their axioms are not affected. Being C-
specific, MatchC takes a series of notational shortcuts to make it
user-friendly and less verbose such as: the environment canalways
be inferred from context, so one can directly refer to the program
variables in specifications (like in Hoare logic); one can define the
parameter bound variables by simply prepending them with “?”;
and one is not allowed to refer to the memory allocation table.
Therefore, all one needs to define in patterns is the formula〈ϕ〉form

and heap〈σ〉memcells. We define them compactly, using C’s already
existing&& construct, writing theσ in brackets. For example, the
list reverse loop invariant in Figure 10 (first pattern there) is written
as follows in

MatchC (in plain text, we write** instead of�):

inv [list(p,?B)**list(x,?C)**rest] && rev(A)==rev(?C):?B

We prepend invariant assertions with keywordinv; we addi-
tionally allow annotation keywordsassert and assume, the lat-
ter being useful both to assume the original pre-condition and
to eliminate functions. One can actually use any C expressions
within MatchC annotations, not only program variables; these are
evaluated in the current configuration to compute the actualas-
serted/assumed pattern. For example, one can write assertions like

assert [list(p,?alpha)**rest] && (*p > 0 || *(p+1)!=0)

MatchC currently only supports heap patterns specified like in
Section 6.4, that is, of the form “heap pattern iff cases”. These
axioms are applied lazily. They are applied from left to right only
when a heap access is attempted and the desired location is not
available, ass in the case of evaluating∗(p + 1) while the current
heap includes the termlist(p, ?alpha). We call this processheap
derivation and is similar to rearrangement rules of Berdine et al.

//@ assume [cleanGraph(root, in)]

t=root; p=null ;

//@ inv t==null && [stackInGraph(p, in)]

|| t!=null &&

( *t==1 && [markedGraph(t, ?in_t, ?in_p) **

stackInGraph(p, ?in_p, ?in_t)]

|| *t==0 && [ cleanGraph(t, ?in_t, ?in_p) **

stackInGraph(p, ?in_p, ?in_t)]

) && in == ?in_t ** ?in_p

while (p!=null || t!=null && *t==0) {

if (t==null || *t=1) {

if (*(p+1)==1) {q=t; t=p; p=*(p+3); *(t+3)=q;}

else {q=t; t=*(p+3); *(p+3)=*(p+2); *(p+2)=q; *(p+1)=1;}

} else {q=p; p=t; t=*(t+2); *(p+2)=q; *p=1; *(p+1)=0;}

}

//@ assert [markedGraph(t, in)]

Figure 11. The Schorr-Waite graph marking algorithm.

[2005, Sec. 3.2] and the “focus” step of shape analysis [Sagiv et al.
2002]. The axioms are applied from right to left only when one
asserts a pattern that the current heap does not match. Sinceright-
to-left applications of axioms are well-founded (they reduce the
size of the configuration), we apply them exhaustively. MatchC
gets stuck when no derivation can provide the desired location
or when the asserted pattern cannot be matched. One particularly
useful feature of MatchC in practice is that it gets stuck on exactly
the statement or expression that cannot be handled. MatchC is
available for download [Ellison and Roşu 2009], together with
examples including programs using lists, trees, queues, stacks, and
graphs. Like Caduceus, MatchC can be connected to various SMT
solvers. Unlike other provers, since MatchC is implemented using
rewriting, it can take advantage of rewrite rule simplifications that
are applied on the fly, wherever they match. In many cases the SMT
solvers need not even be called.

In the remainder of this section we discuss how MatchC proves
Schorr-Waite. We assume the reader is familiar with the algorithm.
We borrowed the C code from Hubert and Marché [2005], replac-
ing record accesses with explicit memory accesses and bookkeep-
ing bits with locations (MatchC does not support structures and
bit accesses yet); ift points to a node in the graph, then*t is the
bit saying whether that node is marked or not (0 clean, 1 marked),
*(t+1) is the bit saying whether the left (0) or the right (1) neigh-
bor is next to be explored, and*(t+2) and*(t+3) point to the
left and the right neighbor, respectively. Figure 11 shows the anno-
tated program. MatchC verifies it in about 16 seconds on a Linux
2.5GHz machine, analyzing a total of 227 cases. The pre-condition
states that there is a clean graphin starting at pointerroot in the
heap and the post-condition states that at the end of the execution
the heap contains that same graphin, but marked.

We definecleanGraph andmarkedGraph almost exactly as the
graph heap pattern in Section 6.4, the only difference being that
the “p 7→ [l, r]” term in the heap of the second case is replaced
by “p 7→ [0,0, l, r]” for cleanGraph and by “p 7→ [1, 1, l, r]” for
markedGraph. This way, a termcleanGraph(t, in, out) in the heap
(with in andout disjoint) corresponds to a heap representation of
the partial graphin in which all nodes have the bookkeeping bits
0 (i.e., they are “clean”), are reachable fromt, and any other node
reachable fromt which is not inin must be inout.

The algorithm maintains two pointers:t points to a partial
subgraph to be processed next, andp points to a stack-in-the-graph
which can reach all the nodes in the original graph that are not in
the partial subgraph att. The partial subgraph att is either clean,
in which case it needs to be visited, or is marked, in which case we
swing or backtrack. Since there could be multiple ways to reach the
same node, there is a high degree of non-determinism in choosing
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inr

t r
p 7→ [1, 0, p′ , r]

p′ in′

out

Case 2

inl

l t
p 7→ [1, 1, l, p′]

p′ in′

out

Case 3

stackInGraph : Nat×Mem→ Mem
stackInGraph : Nat×Mem×Mem→ Mem

stackInGraph(p,g) = stackInGraph(p,g, ·)
〈〈stackInGraph(p, in,out)�σ〉mem〈ϕ〉form 〈X〉bnd c〉
⇔ 〈〈σ〉mem〈p = 0∧ in = · ∧ ϕ〉form 〈X〉bnd c〉

∨

〈

〈

p 7→ [1,0,p′, r]�stackInGraph(p′, in′,out�inr �p 7→ [l,r])
�cleanGraph(r, inr,out�in′�p 7→ [l,r])

〉

mem

〈in = p 7→ [l, r]�in′�inr ∧ ϕ〉form 〈X, p′, l, r, in′, inr 〉bnd c

〉

∨

〈

〈

p 7→ [1,1, l, p′]�stackInGraph(p′, in′,out�inl �p 7→ [l,r])
�markedGraph(l, inl,out�in′�p 7→ [l,r])

〉

mem

〈in = p 7→ [l, r]�in′�inl ∧ ϕ〉form 〈X, p′, l, r, in′, inl〉bnd c

〉

Figure 12. Axiom for heap patternstackInGraph.

the partial subgraph att; all that matters is that the remaining
nodes are reachable fromp. In other words, if?in_t is the partial
subgraph att and?in_p is the partial subgraph corresponding to
the stack atp, then the two partial subgraphs should form a partition
of the original graph, that is, “in == ?in_t ** ?in_p”.

Before we define our critical heap patternstackInGraph, let us
first intuitively discuss the invariant. There are two top level cases.
If t==null (when a leaf is reached) then the stack should contain
the entire graph. Ift!=null then there are two cases again: ift
points to a clean graph, then the heap should be partitionable into a
clean graph att and a stack atp, and ift points to a marked graph
then the heap should be partitionable into a marked graph att and
a stack atp. We believe that this invariant is as simple as it can be.

Figure 12 shows our axiomatization forstackInGraph. There
are three cases to distinguish, but before discussing thoselet us
clarify the meaning ofstackInGraph(p, in,out). Argumentsin and
out will always be partial subgraphs of the original graph, so
they are unaffected by algorithmic mutilations of the graph. Then
stackInGraph(p, in,out) corresponds to a Schorr-Waite style stack
structure in the heap that starts withp, reaches all the nodes in the
original partial subgraphin, and can potentially point out to nodes
in out. The first case states that the stack is empty iff p is null
and the corresponding partial subgraph is empty. The secondand
third cases are similar, so we only discuss the third: ifp points to
a marked node (the first “1” in “[1, 1, l, p′]”) whose left neighbor
at l was already visited (the second “1” in “[1, 1, l, p′]”) and whose
current right neighbor isp′, then it must be the case that we can
partition the current stack into a marked partial subgraph at l, the
nodep in the original graph, and a (smaller) stack atp′. The pic-
tures in Figure 12 show these two cases (the grey subgraph att is
not in in; it is there only to better relate the stack to the algorithm).

As mentioned, there are 227 cases to analyze. Let us only in-
formally discuss one of them. Recall from Figure 6 that, when
verifying the while loop, ourK prover checks the invariant when
it first reaches it, then assumes it and generates two cases; one
of them executes the loop body and then asserts the invariant.
Our invariant generates itself several cases. Let us consider the
one in whicht!=null and *t=1, that is, the heap has the form

[markedGraph(t,?in_t,?in_p)**stackInGraph(p,?in_p,?in_t)]

for some symbolic?in_t and ?in_p. In the loop body, con-
sider the “swing” case when*(p+1)==0. To pass the condi-
tional’s *(p+1)==1 guard, the stack axiom needs to be applied
from left-to-right to derive the stack term. Only the secondcase
is feasible for the “swing” branch, which expands the stack into
p 7→ [1,0,p′, r] � stackInGraph(p′, in′, ?in t� inr � p 7→ [l,r]) �
cleanGraph(r, inr, ?in t� in′� p 7→ [l,r]) for some symbolicp′,
l, r, in′, inr . Now the “swing” branch can also be executed, be-
cause it only affects the portion of heapp 7→ [1,0,p′, r], transforming
it into p 7→ [1,1, t, p′]; the environment will also hold the map-
pings q 7→ t and t 7→ r, wheret is original symbolic value of
t in the assumed environment. One can now apply the stack ax-
iom from right-to-left grouping the original marked graph at t,
the stack atp′ and the locationsp 7→ [1,1, t, p′], into the term
stackInGraph(p, in′�?in t� p 7→ [l,r], inr). The symbolic heap
now has a stack atp and a clean graph atr, which satisfies the
asserted invariant. Indeed, sincet 7→ r in the environment, the only
feasible path in the invariant is the one containing a stack and a
clean graph; the partitionability requirements of the involved par-
tial subgraphs can be easily checked. This case, as well as the other
similar 226 cases, can all be dispatched and verified automatically
by MatchC in 16 seconds on a conventional Linux machine.

8. Related Work
Matching logic is most closely related to Hoare logics, separation
logic, and shape analysis.

There are many Hoare logic verification frameworks, such as
the KeY project [Beckert et al. 2007] and ESC/Java [Flanagan et al.
2002] for Java, as well as the Spec# tool [Barnett et al. 2004]for
C#, and HAVOC [Lahiri and Qadeer 2006, Hackett et al. 2008],
and VCC [Cohen et al. 2009] for standard C. Caduceus, part of
the Why platform [Filliâtre and Marché 2004, 2007, Hubertand
Marché 2005], has seen much success with the first order logic
approach, including proving many correctness properties relating to
the Schorr-Waite algorithm. However, their proofs were notentirely
automated. The weakness of traditional Hoare-like approaches is
that reasoning about non-inductively defined data-types and about
heap structures tend to be difficult, requiring extensive manual
intervention in the proof process.

Separation logic [O’Hearn and Pym 1999, Reynolds 2002] is an
extension of Hoare logic. There are many variants and extensions
of separation logic which we do not discuss here, but we’d like
to mention that there is a major difference between separation and
matching logic: the former attempts to extend and “fix” Hoarelogic
to work better with heaps, while matching logic attempts to provide
an alternative to Hoare logics in which the program configuration
structure is explicit in the specifications, so heaps are treated uni-
formly just like any other structures in the configuration. Small-
foot [Berdine et al. 2005], Verifast [Jacobs and Piessens 2008], and
jStar [Distefano and Parkinson 2008] are separation logic tools; as
far as we know, they have not proven Schorr-Waite — these tools
have good support for proving memory safety, though.

Shape analysis [Sagiv et al. 2002] allows one to examine and
verify properties of heap structures. It has been shown to bequite
powerful when reasoning about heaps, leading to an automated
proof of total correctness for the Schorr-Waite algorithm [Loginov
et al. 2006] on binary trees. The ideas of shape analysis have
also been combined with those of separation logic [Distefano et al.
2006] to quickly infer invariants for programs operating onlists.

Other notable frameworks for reasoning about heap structures
include Møller and Schwartzbach [2001], Bozga et al. [2003], Mc-
Peak and Necula [2005], Rinetzky et al. [2005] and Mehta and Nip-
kow [2005], which we do not have space to discuss in detail.
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Dynamic logic [Harel et al. 1984] also works with pairs instead
of triples, embedding the code in the specification.

Meseguer and Roşu [2007] give a brief introduction toK and
the manuscript [Roşu 2007] gives a detailed presentation of it and
comparisons with other language definitional formalisms. In short,
K is related to: reduction semantics (with [Wright and Felleisen
1994] and without [Plotkin 2004] evaluation contexts) but it is con-
text insensitive and unconditional so it can be executed on existing
rewrite engines; the SECD [Landin 1964] and other abstract ma-
chines, but it is also denotational in that aK definition is a mathe-
matical theory with initial model semantics; the CHAM [Berry and
Boudol 1992], but it allows a higher degree of concurrency and
it is efficiently executable; continuations [Reynolds 1993], but the
novice needs not be aware of them; refocusing [Danvy and Nielsen
2004], but it is not aimed at “implementing” evaluation contexts,
can deal with non-deterministic context grammars, and its refocus-
ing steps are reversible; etc.K has been used in programming lan-
guage courses for more than five years and in research projects to
define a series of existing programming languages (like Java1.4,
Scheme, C) and for prototyping many paradigmatic languages. The
URL http://fsl.cs.uiuc.edu/kgives more detail onK, including
several papers and a prototype tool that takesK definitions like the
one in Figure 2 and generates Maude [Clavel et al. 2007] modules
that can be executed and formally analyzed (e.g., model-checked)
using the available Maude tools.

9. Conclusion and Future Work
We showed that an executable rewriting logic semantics (RLS) of
a language can be turned into a provably correct and executable
matching logic verifier with relatively little effort. As shown in our
companion report [Ellison and Roşu 2009], one can conservatively
associate a matching logic proof system to any Hoare logic proof
system, so matching logic is at least as expressive as Hoare logic.
Moreover, since matching logic specifications have access to the
structure of the program configuration, it is relatively easy to sys-
tematically axiomatize complex heap structures. Consequently, our
results not only bridge the gap between formal language semantics
and program verification, but are also practical. As a case study
showing the feasibility of our approach, we have automatically ver-
ified the partial correctness of the challenging Schorr-Waite algo-
rithm using our MatchC prover built on top of Maude.

Matching logic is very new (it was introduced this year in a
technical report [Roşu and Schulte 2009]), so there is muchwork
left to be done. For example, we would like to extend MatchC to
verify multithreaded programs. The intrinsic separation available
in matching logic might simplify verifying shared resourceaccess.
Another interesting investigation is to infer pattern loopinvariants;
since configurations in our approach are just ground terms that are
being rewritten by semantic rules, and since patterns are terms
over the same signature with constrained variables, we believe
that narrowing and/or anti-unification can be good candidates to
approach the problem of invariant inference.

Since our matching logic verification approach makes language
semantics practical, we believe that it will stimulate interest in giv-
ing formal rewrite logic semantics to various programming lan-
guages. We have started implementing aK front-end to Maude that
allows one to define semantics of languages quickly and compactly.
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